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    Introduction

    
    Welcome to the FHIR Implementation Patterns documentation - a comprehensive guide to distributed FHIR design patterns for interoperability, privacy, and imaging.


    Target Audience

    This documentation is designed for healthcare technology professionals who face complex interoperability challenges:

    
    
        	FHIR Implementation Engineers - building healthcare interoperability solutions

        	Healthcare IT Architects - designing system integrations and data exchange platforms

        	Standards Developers - working on FHIR-based specifications and implementation guides

        	Healthcare Software Vendors - implementing FHIR capabilities in clinical systems

        	Research Informaticians - building data pipelines and analytics platforms for population health

    


    Common Problems You Face

    If you're working in healthcare IT, you likely encounter these recurring challenges:

    
    
        	Complex authentication flows - Managing user-facing apps, backend services, and federated identity across organizations

        	Privacy and consent complexity - Implementing granular data sharing that varies by purpose, time, patient preferences, and recipient organization

        	Multi-modal integration - Bridging clinical data (FHIR) with medical imaging (DICOM), documents, and legacy formats

        	Regulatory compliance - Ensuring end-to-end audit trails and provenance tracking for healthcare regulations

        	Legacy system modernization - Gradually updating systems while preserving clinical semantics and existing workflows

        	Population-scale data processing - Efficiently extracting and transforming large datasets for research, quality metrics, and public health

    


    Why Patterns for FHIR?

    Healthcare interoperability involves unique challenges that generic software patterns don't fully address. While traditional design patterns focus on general software architecture concerns, FHIR implementation patterns address the specific complexities of healthcare data exchange:

    
    	Federated Identity & Authorization - Multiple authentication flows (user-facing vs backend) across organizational boundaries

    	Granular Consent & Privacy - Data sharing that varies by purpose, time, patient preferences, and recipient

    	Multi-modal Data Integration - Seamlessly combining clinical data (FHIR), medical imaging (DICOM), and legacy formats

    	Audit & Provenance Requirements - End-to-end traceability mandated by healthcare regulations (HIPAA, GDPR, etc.)

    	Legacy System Integration - Gradual modernization while preserving clinical semantics and existing workflows

    	Population-scale Analytics - Efficient bulk data extraction for research, quality metrics, and public health initiatives

    


    Getting Started

    We recommend starting with the foundational concepts and building up:

    
    
        	Forces Analysis - Understanding the specific problems, tensions, and context that drive the need for patterns

        	Pattern Catalog - Comprehensive overview of all patterns, their philosophy, organization, and detailed descriptions

        	Broker - Provide a unified entry point for FHIR operations that routes requests to appropriate backend services based on capability, policy, and context.

        	Security Strategy - Provide pluggable authentication and authorization strategies for different FHIR access contexts (EHR launch, standalone apps, backend services) using the Strategy design pattern.

        	Privacy Enforcement - Apply patient consent and data use restrictions through FHIR security labels and consent resources, enabling granular privacy controls across healthcare data exchanges.

        	Co-Usage Map - See how patterns work together in real scenarios

    


    Pattern Structure

    Each pattern in this collection follows a consistent structure derived from classical pattern literature:

    
    
        	Intent - What specific problem does this pattern solve?

        	Forces - What tensions and constraints drive the need for this pattern?

        	Structure - Class diagrams showing the pattern's components

        	Behavior - Sequence diagrams showing how the pattern works at runtime

        	Implementation - Concrete guidance for implementing the pattern with FHIR

        	Related Patterns - How this pattern combines with others in the healthcare context

    


    
        Pattern-Based Approach: These patterns follow established software design pattern principles, making them familiar to developers while addressing healthcare-specific challenges like consent management, audit requirements, and multi-modal data integration.

    


    
        Implementation Flexibility: These patterns are architectural templates, not rigid implementations. Adapt them to your specific technology stack, organizational constraints, and regulatory requirements.

    


    Forces Analysis

    
    This section analyzes the key forces that shape FHIR implementation patterns. Understanding these forces helps you select and adapt patterns for your specific context.


    Technical

    
    Forces arising from technical constraints, system capabilities, and infrastructure limitations.


    Endpoint Capability Variation

    
    Problem: FHIR servers implement different subsets of the specification, leading to compatibility issues.


    Manifestations:

    
        	Operations that work on one server fail on another

        	Different search parameter support

        	Varying validation rules and profile requirements

        	Inconsistent extension handling

    


    Related Patterns:

    
        	Broker

        	Capability Facade

        	Naming and Trading Service

    

    Version/IG skew

    


    Network Latency & Reliability

    
    Problem: Healthcare networks often span institutions with varying connectivity quality.


    Manifestations:

    
        	Timeouts during cross-institutional queries

        	Degraded user experience during network issues

        	Failed bulk operations

        	Inconsistent response times

    


    Related Patterns:

    
        	Asynchronous Invocation

        	Broker

        	Population Export Pipeline

    

    Regulatory & Privacy

    
    Forces arising from legal, compliance, and privacy requirements in healthcare.


    Context-dependent authorization

    


    Related Patterns:

    
        	Security Strategy

    

    Granular Sharing & Legal Obligations

    
    Problem: Healthcare data sharing must respect complex, context-dependent consent and privacy rules.


    Manifestations:

    
        	Treatment vs research access controls

        	Time-based consent expiration

        	Purpose-specific data restrictions

        	Cross-border data transfer limitations

    


    Related Patterns:

    
        	Privacy Enforcement

        	Audit & Provenance Chain

        	De-Identification Adapter

    

    Auditability & Trust

    
    Problem: Healthcare systems must maintain comprehensive audit trails for regulatory compliance.


    Manifestations:

    
        	Incomplete audit logs across system boundaries

        	Missing provenance information

        	Difficulty correlating events across systems

        	Regulatory compliance gaps

    


    Related Patterns:

    
        	Audit & Provenance Chain

        	Privacy Enforcement

        	Broker

    

    Clinical Workflow

    
    Forces arising from clinical practice requirements and user experience needs.


    Population-scale export

    


    Related Patterns:

    
        	Population Export Pipeline

        	Asynchronous Invocation

        	Security Strategy

    

    Risk of re-identification

    


    Related Patterns:

    
        	De-Identification Adapter

    

    Interactive Viewing & Context Sync

    
    Problem: Clinical workflows require real-time coordination between multiple applications.


    Manifestations:

    
        	Applications showing outdated patient context

        	Manual copy/paste between systems

        	Workflow interruptions due to context switching

        	Inconsistent data views

    


    Related Patterns:

    
        	Event Observer

        	IID Facade

        	Imaging Bridge

    

    Metadata vs Payload (Imaging)

    
    Problem: Clinical data (FHIR) and imaging data (DICOM) live in separate systems with different access patterns.


    Manifestations:

    
        	Broken links between clinical records and images

        	Inconsistent metadata across systems

        	Different security models for text vs imaging data

        	Workflow fragmentation

    


    Related Patterns:

    
        	Imaging Bridge

        	IID Facade

        	Event Observer

    

    Integration

    
    Forces arising from system integration, legacy modernization, and organizational change.


    Preserving clinical semantics (legacy)

    


    Related Patterns:

    
        	Legacy Adapter

    

    Incremental modernization

    


    Related Patterns:

    
        	Broker

        	Audit & Provenance Chain

        	Legacy Adapter

    

    Legacy System Preservation

    
    Problem: Healthcare organizations must modernize gradually while preserving existing clinical semantics and workflows.


    Manifestations:

    
        	Data trapped in legacy formats (HL7v2, CDA)

        	Risk of losing clinical meaning during transformation

        	Expensive "big bang" migration projects

        	Workflow disruption during transitions

    


    Related Patterns:

    
        	Legacy Adapter

        	Broker

        	Audit & Provenance Chain

    


    Pattern Catalog

    
    This catalog provides an overview of all patterns in the FHIR Implementation Patterns collection.

    
    Overview

    A comprehensive guide to distributed FHIR patterns for interoperability, privacy, and imaging


    Pattern Categories

    
    
        Core

        Core patterns form the foundation of any FHIR interoperability system. These patterns focus on fundamental routing, security, and privacy concerns that are essential for healthcare data exchange.

        Patterns:

        
            	Broker - Provide a unified entry point for FHIR operations that routes requests to appropriate backend servic...

            	Naming and Trading Service - Enable dynamic discovery and selection of FHIR endpoints based on capability requirements and servic...

            	Security Strategy - Provide pluggable authentication and authorization strategies for different FHIR access contexts (EH...

            	Privacy Enforcement - Apply patient consent and data use restrictions through FHIR security labels and consent resources,...

        

    

    
        Pipeline

        Pipeline patterns focus on data processing and transformation workflows that handle the movement, transformation, and governance of healthcare data.

        Patterns:

        
            	Audit & Provenance Chain - Implement end-to-end audit logging and provenance tracking through a chain of responsibility pattern...

            	Population Export Pipeline - Orchestrate large-scale data extraction using FHIR Bulk Data APIs with proper authentication and tra...

            	De-Identification Adapter - Apply consistent de-identification transformations across FHIR and DICOM data for secondary use scen...

            	Asynchronous Invocation - Handle long-running FHIR operations through asynchronous job management and polling, enabling non-bl...

        

    

    
        Imaging

        Imaging patterns focus on medical imaging integration and visualization within FHIR-based healthcare systems.

        Patterns:

        
            	Imaging Bridge - Connect FHIR-based clinical systems with DICOM imaging systems through standardized web APIs, enabli...

            	IID Facade - Provide simplified, URL-based launching of imaging viewers with patient and study context, enabling...

            	Event Observer - Enable real-time synchronization of clinical context across applications through FHIR subscriptions...

        

    

    
        Integration

        Integration patterns focus on legacy modernization and capability management, enabling gradual transition from legacy systems to modern FHIR-based architectures.

        Patterns:

        
            	Legacy Adapter - Transform legacy data formats (HL7v2, CDA, DICOM SR) to FHIR while preserving clinical semantics and...

            	Capability Facade - Provide a simplified interface for querying and managing FHIR server capabilities and configuration,...

        

    


    All Patterns

    
    
        
            
                	Pattern
                	Category
                	Intent
            

        
        
            
                	Broker
                	Core
                	Provide a unified entry point for FHIR operations that routes requests to approp...
            

            
                	Naming and Trading Service
                	Core
                	Enable dynamic discovery and selection of FHIR endpoints based on capability req...
            

            
                	Security Strategy
                	Core
                	Provide pluggable authentication and authorization strategies for different FHIR...
            

            
                	Privacy Enforcement
                	Core
                	Apply patient consent and data use restrictions through FHIR security labels and...
            

            
                	Audit & Provenance Chain
                	Pipeline
                	Implement end-to-end audit logging and provenance tracking through a chain of re...
            

            
                	Population Export Pipeline
                	Pipeline
                	Orchestrate large-scale data extraction using FHIR Bulk Data APIs with proper au...
            

            
                	De-Identification Adapter
                	Pipeline
                	Apply consistent de-identification transformations across FHIR and DICOM data fo...
            

            
                	Asynchronous Invocation
                	Pipeline
                	Handle long-running FHIR operations through asynchronous job management and poll...
            

            
                	Imaging Bridge
                	Imaging
                	Connect FHIR-based clinical systems with DICOM imaging systems through standardi...
            

            
                	IID Facade
                	Imaging
                	Provide simplified, URL-based launching of imaging viewers with patient and stud...
            

            
                	Event Observer
                	Imaging
                	Enable real-time synchronization of clinical context across applications through...
            

            
                	Legacy Adapter
                	Integration
                	Transform legacy data formats (HL7v2, CDA, DICOM SR) to FHIR while preserving cl...
            

            
                	Capability Facade
                	Integration
                	Provide a simplified interface for querying and managing FHIR server capabilitie...
            

        
    


    Core Patterns

    
    Core patterns form the foundation of any FHIR interoperability system. These patterns focus on fundamental routing, security, and privacy concerns that are essential for healthcare data exchange.


    Key Challenges

    Core patterns address the most common and critical challenges in healthcare interoperability:


    
        	Routing and mediation of requests across multiple FHIR endpoints

        	Authentication and authorization using SMART on FHIR protocols

        	Privacy and consent enforcement to protect patient data

        	Service discovery for dynamic endpoint management

    


    Patterns in this Category

    
    
        Broker

        Provide a unified entry point for FHIR operations that routes requests to appropriate backend services based on capability, policy, and context.

        Key Forces:

        
            	Endpoint Capability Variation

            	Incremental modernization

            	Network Latency & Reliability

        

    

    
        Naming and Trading Service

        Enable dynamic discovery and selection of FHIR endpoints based on capability requirements and service characteristics, supporting federated healthcare networks.

        Key Forces:

        
            	Endpoint Capability Variation

        

    

    
        Security Strategy

        Provide pluggable authentication and authorization strategies for different FHIR access contexts (EHR launch, standalone apps, backend services) using the Strategy design pattern.

        Key Forces:

        
            	Context-dependent authorization

            	Population-scale export

        

    

    
        Privacy Enforcement

        Apply patient consent and data use restrictions through FHIR security labels and consent resources, enabling granular privacy controls across healthcare data exchanges.

        Key Forces:

        
            	Granular Sharing & Legal Obligations

            	Auditability & Trust

        

    


    Implementation Sequence

    Recommended order for implementing patterns in this category:

    
        	
            Security Strategy
- Establish authentication and authorization foundation
        

        	
            Broker
- Implement central routing and policy enforcement
        

        	
            Privacy Enforcement
- Add consent and privacy controls
        

        	
            Naming and Trading Service
- Enable dynamic service discovery
        

    


    Broker

    
    Provide a unified entry point for FHIR operations that routes requests to appropriate backend services based on capability, policy, and context.


    Forces

    
        	
            Endpoint Capability Variation
        

        	
            Network Latency & Reliability
        

        	
            Auditability & Trust
        

        	
            Legacy System Preservation
        

    


    Structure

    The Broker pattern implements a mediation layer that routes FHIR requests to appropriate backend endpoints based on capability matching and policy enforcement.


    
        [image: FHIR Broker Class Diagram]
        FHIR Broker Class Diagram
    

    Components

    
        	
            Broker
            The main mediation component that receives client requests and routes them to appropriate endpoints
        

        	
            EndpointRegistry
            Maintains a registry of available FHIR endpoints with their capabilities and metadata
        

        	
            CapabilityFacade
            Wraps FHIR CapabilityStatement and SMART configuration to provide simplified capability queries
        

        	
            PolicyEngine
            Applies authorization rules and consent policies to determine what data can be accessed
        

        	
            Endpoint
            Represents a concrete FHIR server with its base URL, capabilities, and configuration
        

    


    Behavior

    Bulk Data Export Example

    The following sequence shows how the Broker routes a bulk data export request to an appropriate endpoint:


    
        [image: FHIR Broker Bulk Data Export Sequence]
        FHIR Broker Bulk Data Export Sequence
    

    Routing Algorithm

    
        	Parse Request Extract operation type, resource type, and context

        	Query Registry Find endpoints that support the requested operation

        	Apply Policy Filter endpoints based on authorization and consent

        	Select Endpoint Choose optimal endpoint (load balancing, proximity, etc.)

        	Route Request Forward request to selected endpoint

        	Process Response Apply any post-processing (audit, transformation)

    


    Implementation

    Capability Discovery

    Configuration for discovering and caching endpoint capabilities. The broker queries each endpoint's CapabilityStatement to build a routing table.


# Example capability matching criteria
operation: $export
resourceTypes: [Group, Patient, Observation]
profiles: [us-core-patient, us-core-observation]
smartCapabilities: [system/*.read, bulk-export]

    Policy Integration

    The Broker integrates with consent and authorization systems:



    
        	SMART on FHIR: Validates tokens and enforces scopes

        	FHIR Consent: Applies patient consent decisions

        	Security Labels: Enforces data use restrictions

    

    Error Handling



    
        	Capability Mismatch: Return 422 Unprocessable Entity with OperationOutcome

        	No Available Endpoints: Return 503 Service Unavailable

        	Authorization Failure: Return 401/403 with appropriate headers

        	Backend Errors: Transform and proxy error responses appropriately

    



    References

    
        	
            FHIR CapabilityStatement
            Server capability declaration for routing decisions
        

        	
            SMART Configuration
            Well-known endpoints for SMART authorization
        

    


    

    Back to Table of Contents


    Naming and Trading Service

    
    Enable dynamic discovery and selection of FHIR endpoints based on capability requirements and service characteristics, supporting federated healthcare networks.


    Forces

    
        	
            Endpoint Capability Variation
        

    


    Structure

    The Naming and Trading Service pattern provides service discovery and capability-based endpoint selection for federated FHIR networks.


    
        [image: Naming and Trading Service Class Diagram]
        Naming and Trading Service Class Diagram
    

    Components

    
        	
            NamingService
            Provides endpoint lookup by name, identifier, or organization
        

        	
            TradingService
            Matches capability requirements to available endpoints
        

        	
            ServiceRegistry
            Central repository of registered endpoints and their metadata
        

        	
            CapabilityMatcher
            Evaluates endpoint capabilities against request requirements
        

        	
            HealthMonitor
            Tracks endpoint health and availability status
        

    


    Behavior

    Service Discovery Flow

    The following sequence shows how a client discovers and selects an appropriate FHIR endpoint:
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        Naming and Trading Service Sequence
    

    Discovery Process

    
        	Specify Requirements Client defines needed resources, operations, and profiles

        	Query Registry Trading service queries registry for matching endpoints

        	Evaluate Capabilities Each candidate endpoint's capabilities are evaluated

        	Apply Constraints Filter by location, trust level, or policy requirements

        	Rank Results Score endpoints by match quality and operational factors

        	Return Selection Provide endpoint reference(s) to client

    


    Implementation

    Service Registration

    Configuration schema for registering FHIR endpoints with the naming service. Includes capability declarations, SLA metadata, and health check settings.


# Service Registration Configuration
# Naming and Trading Service - Endpoint Registration

service_registration:
  endpoint_id: "acme-fhir-r4"
  organization:
    name: "ACME Healthcare"
    identifier: "urn:oid:2.16.840.1.113883.3.123"
  
  base_url: "https://fhir.acme-healthcare.org/r4"
  
  fhir_version: "4.0.1"
  
  capabilities:
    supported_resources:
      - Patient
      - Encounter
      - Observation
      - Condition
      - MedicationRequest
      - DiagnosticReport
      - DocumentReference
    
    supported_operations:
      - "$export"
      - "$everything"
      - "$validate"
      - "$match"
    
    supported_profiles:
      - "http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient"
      - "http://hl7.org/fhir/us/core/StructureDefinition/us-core-encounter"
      - "http://hl7.org/fhir/us/core/StructureDefinition/us-core-observation-lab"
    
    search_capabilities:
      include: true
      revinclude: true
      chained_parameters: true
      composite_parameters: true
  
  service_metadata:
    performance_tier: "premium"
    location: "us-east-1"
    availability_zone: "primary"
    sla:
      uptime: "99.9%"
      max_response_time: "500ms"
      support_level: "24x7"
    
    trust_framework:
      certification: "ONC-ACB"
      security_level: "high"
      data_classification: "PHI"
  
  health_check:
    endpoint: "/metadata"
    interval_seconds: 30
    timeout_seconds: 10
    failure_threshold: 3
    recovery_threshold: 2

# Multiple endpoint registration example
multi_endpoint_registration:
  - endpoint_id: "clinic-a"
    base_url: "https://fhir.clinic-a.org/r4"
    performance_tier: "standard"
    specialties: ["primary-care", "pediatrics"]
    
  - endpoint_id: "hospital-main"
    base_url: "https://fhir.hospital.org/r4"
    performance_tier: "premium"
    specialties: ["emergency", "inpatient", "surgery"]
    
  - endpoint_id: "lab-services"
    base_url: "https://fhir.lab-corp.org/r4"
    performance_tier: "standard"
    specialties: ["laboratory", "diagnostics"]

    Capability Matching

    Evaluates client capability requirements against registered endpoint capabilities to find suitable matches with quality scoring.


from dataclasses import dataclass
from typing import List, Dict, Optional, Set
from enum import Enum

class MatchQuality(Enum):
    EXACT = "exact"
    COMPATIBLE = "compatible"
    PARTIAL = "partial"
    NONE = "none"

@dataclass
class CapabilityRequirement:
    """Represents a client's capability requirements"""
    resource_types: List[str]
    operations: List[str] = None
    profiles: List[str] = None
    search_params: Dict[str, List[str]] = None
    min_fhir_version: str = None

@dataclass
class CapabilityMatch:
    """Result of capability matching"""
    endpoint_id: str
    quality: MatchQuality
    score: float
    matched_resources: List[str]
    matched_operations: List[str]
    matched_profiles: List[str]
    missing_capabilities: List[str]

class CapabilityMatcher:
    """Matches capability requirements to endpoint capabilities"""
    
    def __init__(self):
        self.weight_resource = 1.0
        self.weight_operation = 0.8
        self.weight_profile = 0.6
        self.weight_search = 0.4
    
    def match(self, requirement: CapabilityRequirement, 
              capability_statement: dict) -> CapabilityMatch:
        ""
        Evaluate how well an endpoint matches capability requirements.
        Returns a CapabilityMatch with quality assessment and score.
        ""
        # Extract capabilities from CapabilityStatement
        endpoint_resources = self._extract_resources(capability_statement)
        endpoint_operations = self._extract_operations(capability_statement)
        endpoint_profiles = self._extract_profiles(capability_statement)
        
        # Match each requirement type
        resource_match = self._match_resources(
            requirement.resource_types, endpoint_resources
        )
        operation_match = self._match_operations(
            requirement.operations or [], endpoint_operations
        )
        profile_match = self._match_profiles(
            requirement.profiles or [], endpoint_profiles
        )
        
        # Calculate overall score
        score = self._calculate_score(
            resource_match, operation_match, profile_match
        )
        
        # Determine match quality
        quality = self._determine_quality(
            resource_match, operation_match, profile_match
        )
        
        # Identify missing capabilities
        missing = self._find_missing(
            requirement, endpoint_resources, 
            endpoint_operations, endpoint_profiles
        )
        
        return CapabilityMatch(
            endpoint_id=capability_statement.get('id', 'unknown'),
            quality=quality,
            score=score,
            matched_resources=resource_match['matched'],
            matched_operations=operation_match['matched'],
            matched_profiles=profile_match['matched'],
            missing_capabilities=missing
        )
    
    def _extract_resources(self, cap_statement: dict) -> Set[str]:
        """Extract supported resource types from CapabilityStatement"""
        resources = set()
        for rest in cap_statement.get('rest', []):
            for resource in rest.get('resource', []):
                resources.add(resource.get('type'))
        return resources
    
    def _extract_operations(self, cap_statement: dict) -> Set[str]:
        """Extract supported operations from CapabilityStatement"""
        operations = set()
        for rest in cap_statement.get('rest', []):
            # System-level operations
            for op in rest.get('operation', []):
                operations.add(op.get('name'))
            # Resource-level operations
            for resource in rest.get('resource', []):
                for op in resource.get('operation', []):
                    operations.add(op.get('name'))
        return operations
    
    def _extract_profiles(self, cap_statement: dict) -> Set[str]:
        """Extract supported profiles from CapabilityStatement"""
        profiles = set()
        for rest in cap_statement.get('rest', []):
            for resource in rest.get('resource', []):
                profiles.update(resource.get('supportedProfile', []))
        return profiles
    
    def _match_resources(self, required: List[str], 
                        available: Set[str]) -> dict:
        """Match required resources against available"""
        matched = [r for r in required if r in available]
        return {
            'matched': matched,
            'ratio': len(matched) / len(required) if required else 1.0
        }
    
    def _match_operations(self, required: List[str], 
                         available: Set[str]) -> dict:
        """Match required operations against available"""
        matched = [op for op in required if op in available]
        return {
            'matched': matched,
            'ratio': len(matched) / len(required) if required else 1.0
        }
    
    def _match_profiles(self, required: List[str], 
                       available: Set[str]) -> dict:
        """Match required profiles against available"""
        matched = [p for p in required if p in available]
        return {
            'matched': matched,
            'ratio': len(matched) / len(required) if required else 1.0
        }
    
    def _calculate_score(self, resource_match: dict, 
                        operation_match: dict, 
                        profile_match: dict) -> float:
        """Calculate weighted match score (0.0 to 1.0)"""
        total_weight = self.weight_resource + self.weight_operation + self.weight_profile
        
        score = (
            resource_match['ratio'] * self.weight_resource +
            operation_match['ratio'] * self.weight_operation +
            profile_match['ratio'] * self.weight_profile
        ) / total_weight
        
        return round(score, 3)
    
    def _determine_quality(self, resource_match: dict,
                          operation_match: dict,
                          profile_match: dict) -> MatchQuality:
        """Determine overall match quality"""
        if (resource_match['ratio'] == 1.0 and 
            operation_match['ratio'] == 1.0 and
            profile_match['ratio'] == 1.0):
            return MatchQuality.EXACT
        
        if resource_match['ratio'] == 1.0:
            if operation_match['ratio'] >= 0.5 or profile_match['ratio'] >= 0.5:
                return MatchQuality.COMPATIBLE
            return MatchQuality.PARTIAL
        
        if resource_match['ratio'] >= 0.5:
            return MatchQuality.PARTIAL
        
        return MatchQuality.NONE
    
    def _find_missing(self, requirement: CapabilityRequirement,
                     resources: Set[str], operations: Set[str],
                     profiles: Set[str]) -> List[str]:
        """Identify missing capabilities"""
        missing = []
        
        for r in requirement.resource_types:
            if r not in resources:
                missing.append(f"Resource: {r}")
        
        for op in (requirement.operations or []):
            if op not in operations:
                missing.append(f"Operation: {op}")
        
        for p in (requirement.profiles or []):
            if p not in profiles:
                missing.append(f"Profile: {p}")
        
        return missing


# Usage example
if __name__ == "__main__":
    matcher = CapabilityMatcher()
    
    # Define requirements
    requirements = CapabilityRequirement(
        resource_types=["Patient", "Observation", "Condition"],
        operations=["$export", "$everything"],
        profiles=["http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient"]
    )
    
    # Sample capability statement
    cap_statement = {
        "id": "example-server",
        "rest": [{
            "resource": [
                {"type": "Patient", "supportedProfile": [
                    "http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient"
                ]},
                {"type": "Observation"},
                {"type": "Condition"}
            ],
            "operation": [
                {"name": "$export"},
                {"name": "$everything"}
            ]
        }]
    }
    
    result = matcher.match(requirements, cap_statement)
    print(f"Match Quality: {result.quality.value}")
    print(f"Score: {result.score}")
    print(f"Missing: {result.missing_capabilities}")

    Health Monitoring

    Continuous monitoring ensures endpoint availability:



    
        	Active Probing: Periodic capability statement requests

        	Passive Monitoring: Track success/failure rates of routed requests

        	Circuit Breaker: Temporarily remove unhealthy endpoints

        	Recovery Detection: Automatically restore recovered endpoints

    



    References

    
        	
            FHIR CapabilityStatement
            Server capability declaration for service discovery
        

        	
            FHIR Endpoint Resource
            Technical endpoint for healthcare services
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    Security Strategy

    
    Provide pluggable authentication and authorization strategies for different FHIR access contexts (EHR launch, standalone apps, backend services) using the Strategy design pattern.


    Forces

    
    


    Structure

    The Security Strategy pattern implements different authentication and authorization approaches as pluggable strategies, allowing the same system to handle multiple SMART on FHIR flows.


    
        [image: Security Strategy Class Diagram]
        Security Strategy Class Diagram
    

    Components

    
        	
            AuthStrategy
            Interface defining the contract for authentication and authorization strategies
        

        	
            EhrLaunchStrategy
            Handles SMART EHR launch flow with contextual patient/encounter information
        

        	
            StandaloneStrategy
            Manages standalone app launch where users authenticate directly
        

        	
            BackendServicesStrategy
            Implements SMART Backend Services with client credentials and JWT assertion
        

        	
            ScopeEvaluator
            Evaluates FHIR scopes against specific operations and resource types
        

        	
            SecurityGateway
            Context object that selects and delegates to appropriate strategy
        

    


    Behavior

    Strategy Selection Logic

    The SecurityGateway determines which strategy to use based on request characteristics:
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    Backend Services Flow

    For system-to-system integration using client credentials:

    EHR Launch Context

    For apps launched from an EHR with clinical context:


    Implementation

    Strategy Configuration

    Configures multiple authentication strategies (EHR launch, standalone, backend services) with pluggable validation and scope handling.


# Example strategy configuration
class SecurityConfig:
    def __init__(self):
        self.strategies = {
            'ehr-launch': EhrLaunchStrategy(
                issuer='https://auth.hospital.org',
                jwks_url='https://auth.hospital.org/.well-known/jwks.json'
            ),
            'backend': BackendServicesStrategy(
                allowed_clients=['system-a', 'system-b'],
                token_endpoint='https://auth.hospital.org/token'
            ),
            'standalone': StandaloneStrategy(
                issuer='https://auth.hospital.org',
                introspection_endpoint='https://auth.hospital.org/introspect'
            )
        }

    Scope Evaluation

    Parses and evaluates FHIR scopes (patient/*.read, user/Observation.write) against requested operations and resource types.


class ScopeEvaluator:
    def permit(self, operation: str, resource_type: str, scopes: List[str]) -> bool:
        # Check for wildcard permissions
        if f"user/*.{operation}" in scopes:
            return True
        if f"patient/*.{operation}" in scopes:
            return True
        if f"system/*.{operation}" in scopes:
            return True
            
        # Check resource-specific permissions
        if f"user/{resource_type}.{operation}" in scopes:
            return True
        if f"patient/{resource_type}.{operation}" in scopes:
            return True
        if f"system/{resource_type}.{operation}" in scopes:
            return True
            
        return False

    Token Validation

    Validates JWT access tokens including signature verification, expiration checks, and issuer validation against configured authorization servers.


class BackendServicesStrategy(AuthStrategy):
    def authorize(self, request: FhirRequest) -> AuthzResult:
        token = self.extract_token(request)
        
        # Validate JWT signature and claims
        claims = self.validate_jwt(token)
        
        # Verify client registration
        if not self.is_registered_client(claims['iss']):
            raise UnauthorizedError("Unknown client")
            
        # Check token freshness
        if claims['exp'] < time.time():
            raise UnauthorizedError("Token expired")
            
        return AuthzResult(
            authorized=True,
            scopes=claims.get('scope', '').split(),
            context={'client_id': claims['iss']}
        )
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    Privacy Enforcement

    
    Apply patient consent and data use restrictions through FHIR security labels and consent resources, enabling granular privacy controls across healthcare data exchanges.


    Forces

    
        	
            Granular Sharing & Legal Obligations
        

        	
            Auditability & Trust
        

    


    Structure

    The Privacy Enforcement pattern applies consent rules and security labels to filter and restrict FHIR data based on patient preferences and regulatory requirements.
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        Privacy Enforcement Architecture
    

    Components

    
        	
            ConsentEngine
            Evaluates patient consent resources against access requests
        

        	
            SecurityLabelService
            Manages and applies security labels to resources
        

        	
            PolicyDecisionPoint
            Makes access control decisions based on consent and policy
        

        	
            DataFilter
            Filters response data based on privacy decisions
        

        	
            ObligationHandler
            Applies and propagates data use obligations
        

    


    Behavior

    Consent Evaluation Flow

    The following sequence shows how privacy rules are applied to a FHIR request:
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    Enforcement Steps

    
        	Extract Context Identify patient, requester, and purpose of use

        	Load Consent Retrieve applicable Consent resources for the patient

        	Evaluate Rules Apply consent provisions against request context

        	Apply Labels Check security labels on requested resources

        	Filter Data Remove or redact data based on privacy decisions

        	Attach Obligations Add any required obligations to response

    


    Implementation

    Consent Resource Structure

    Example FHIR Consent resource demonstrating provision-based access rules, security labels, and nested exceptions for granular privacy control.


{
  "resourceType": "Consent",
  "id": "consent-example-1",
  "status": "active",
  "scope": {
    "coding": [
      {
        "system": "http://terminology.hl7.org/CodeSystem/consentscope",
        "code": "patient-privacy",
        "display": "Privacy Consent"
      }
    ]
  },
  "category": [
    {
      "coding": [
        {
          "system": "http://loinc.org",
          "code": "59284-0",
          "display": "Consent Document"
        }
      ]
    }
  ],
  "patient": {
    "reference": "Patient/12345",
    "display": "Jane Doe"
  },
  "dateTime": "2024-01-15T10:30:00Z",
  "performer": [
    {
      "reference": "Patient/12345"
    }
  ],
  "organization": [
    {
      "reference": "Organization/acme-healthcare",
      "display": "ACME Healthcare"
    }
  ],
  "policyRule": {
    "coding": [
      {
        "system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
        "code": "OPTIN",
        "display": "Opt-in"
      }
    ]
  },
  "provision": {
    "type": "permit",
    "period": {
      "start": "2024-01-15",
      "end": "2025-01-15"
    },
    "actor": [
      {
        "role": {
          "coding": [
            {
              "system": "http://terminology.hl7.org/CodeSystem/v3-ParticipationType",
              "code": "PRCP",
              "display": "primary information recipient"
            }
          ]
        },
        "reference": {
          "reference": "Organization/research-institute",
          "display": "Research Institute"
        }
      }
    ],
    "action": [
      {
        "coding": [
          {
            "system": "http://terminology.hl7.org/CodeSystem/consentaction",
            "code": "access",
            "display": "Access"
          }
        ]
      },
      {
        "coding": [
          {
            "system": "http://terminology.hl7.org/CodeSystem/consentaction",
            "code": "use",
            "display": "Use"
          }
        ]
      }
    ],
    "securityLabel": [
      {
        "system": "http://terminology.hl7.org/CodeSystem/v3-Confidentiality",
        "code": "R",
        "display": "Restricted"
      }
    ],
    "purpose": [
      {
        "system": "http://terminology.hl7.org/CodeSystem/v3-ActReason",
        "code": "HRESCH",
        "display": "healthcare research"
      }
    ],
    "class": [
      {
        "system": "http://hl7.org/fhir/resource-types",
        "code": "Observation",
        "display": "Observation"
      },
      {
        "system": "http://hl7.org/fhir/resource-types",
        "code": "Condition",
        "display": "Condition"
      }
    ],
    "provision": [
      {
        "type": "deny",
        "class": [
          {
            "system": "http://hl7.org/fhir/resource-types",
            "code": "MedicationRequest",
            "display": "MedicationRequest"
          }
        ],
        "securityLabel": [
          {
            "system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
            "code": "PSY",
            "display": "psychiatry disorder information sensitivity"
          }
        ]
      },
      {
        "type": "deny",
        "class": [
          {
            "system": "http://hl7.org/fhir/resource-types",
            "code": "DiagnosticReport",
            "display": "DiagnosticReport"
          }
        ],
        "securityLabel": [
          {
            "system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
            "code": "HIV",
            "display": "HIV/AIDS information sensitivity"
          }
        ]
      }
    ]
  },
  "verification": [
    {
      "verified": true,
      "verifiedWith": {
        "reference": "Patient/12345"
      },
      "verificationDate": "2024-01-15"
    }
  ]
}

    Security Label Evaluation

    Evaluates security labels on FHIR resources against consent provisions and confidentiality hierarchies to make access control decisions.


from typing import Dict, List, Optional, Set, Any
from dataclasses import dataclass
from enum import Enum

class ConsentDecision(Enum):
    PERMIT = "permit"
    DENY = "deny"
    NO_DECISION = "no-decision"

class SecurityLabelCode(Enum):
    # Confidentiality codes
    UNRESTRICTED = "U"
    LOW = "L"
    MODERATE = "M"
    NORMAL = "N"
    RESTRICTED = "R"
    VERY_RESTRICTED = "V"
    
    # Sensitivity codes
    ETH = "ETH"       # Substance abuse
    PSY = "PSY"       # Psychiatry
    HIV = "HIV"       # HIV/AIDS
    STD = "STD"       # Sexually transmitted disease
    GDIS = "GDIS"     # Genetic disease
    SCA = "SCA"       # Sickle cell anemia

@dataclass
class SecurityLabel:
    """Represents a security label on a FHIR resource"""
    system: str
    code: str
    display: Optional[str] = None
    
    @classmethod
    def from_fhir(cls, coding: Dict) -> 'SecurityLabel':
        return cls(
            system=coding.get('system', ''),
            code=coding.get('code', ''),
            display=coding.get('display')
        )

@dataclass 
class AccessContext:
    """Context for access decision"""
    user_id: str
    user_roles: List[str]
    purpose_of_use: str
    requesting_organization: str
    patient_id: str

class SecurityLabelEvaluator:
    ""
    Evaluates security labels against consent provisions
    to make access control decisions.
    ""
    
    # Confidentiality hierarchy (higher = more restrictive)
    CONFIDENTIALITY_HIERARCHY = ['U', 'L', 'M', 'N', 'R', 'V']
    
    def __init__(self, consent_repository):
        self.consent_repo = consent_repository
    
    async def evaluate_access(self,
                             resource: Dict,
                             context: AccessContext) -> ConsentDecision:
        ""
        Evaluate whether access to a resource should be permitted
        based on security labels and consent.
        ""
        # Extract security labels from resource
        resource_labels = self._extract_labels(resource)
        
        # Get active consents for the patient
        consents = await self.consent_repo.find_active_consents(context.patient_id)
        
        if not consents:
            # No consent found - apply default policy
            return self._apply_default_policy(resource_labels)
        
        # Evaluate each consent
        for consent in consents:
            decision = self._evaluate_consent(consent, resource, resource_labels, context)
            if decision != ConsentDecision.NO_DECISION:
                return decision
        
        return ConsentDecision.NO_DECISION
    
    def _extract_labels(self, resource: Dict) -> List[SecurityLabel]:
        """Extract security labels from resource metadata."""
        labels = []
        
        meta = resource.get('meta', {})
        for security in meta.get('security', []):
            labels.append(SecurityLabel.from_fhir(security))
        
        return labels
    
    def _evaluate_consent(self,
                         consent: Dict,
                         resource: Dict,
                         labels: List[SecurityLabel],
                         context: AccessContext) -> ConsentDecision:
        ""
        Evaluate a single consent against the resource and context.
        ""
        provision = consent.get('provision', {})
        
        # Check if provision applies to this context
        if not self._provision_applies(provision, resource, context):
            return ConsentDecision.NO_DECISION
        
        # Get base decision
        provision_type = provision.get('type', 'permit')
        base_decision = (ConsentDecision.PERMIT 
                        if provision_type == 'permit' 
                        else ConsentDecision.DENY)
        
        # Check nested provisions (exceptions)
        for nested_provision in provision.get('provision', []):
            if self._nested_provision_applies(nested_provision, resource, labels, context):
                nested_type = nested_provision.get('type', 'deny')
                return (ConsentDecision.DENY 
                       if nested_type == 'deny' 
                       else ConsentDecision.PERMIT)
        
        return base_decision
    
    def _provision_applies(self,
                          provision: Dict,
                          resource: Dict,
                          context: AccessContext) -> bool:
        """Check if provision applies to current context."""
        # Check actor (who is requesting)
        actors = provision.get('actor', [])
        if actors:
            actor_refs = [a.get('reference', {}).get('reference', '') for a in actors]
            if not any(self._matches_actor(ref, context) for ref in actor_refs):
                return False
        
        # Check purpose
        purposes = provision.get('purpose', [])
        if purposes:
            purpose_codes = [p.get('code') for p in purposes]
            if context.purpose_of_use not in purpose_codes:
                return False
        
        # Check resource class
        classes = provision.get('class', [])
        if classes:
            class_codes = [c.get('code') for c in classes]
            if resource.get('resourceType') not in class_codes:
                return False
        
        return True
    
    def _nested_provision_applies(self,
                                  provision: Dict,
                                  resource: Dict,
                                  labels: List[SecurityLabel],
                                  context: AccessContext) -> bool:
        """Check if nested provision (exception) applies."""
        # Check resource class
        classes = provision.get('class', [])
        if classes:
            class_codes = [c.get('code') for c in classes]
            if resource.get('resourceType') not in class_codes:
                return False
        
        # Check security labels
        provision_labels = provision.get('securityLabel', [])
        if provision_labels:
            provision_label_codes = {l.get('code') for l in provision_labels}
            resource_label_codes = {l.code for l in labels}
            
            # Check if any provision label matches resource labels
            if not provision_label_codes.intersection(resource_label_codes):
                return False
        
        return True
    
    def _matches_actor(self, actor_ref: str, context: AccessContext) -> bool:
        """Check if actor reference matches context."""
        if f"Organization/{context.requesting_organization}" in actor_ref:
            return True
        if f"Practitioner/{context.user_id}" in actor_ref:
            return True
        return False
    
    def _apply_default_policy(self, labels: List[SecurityLabel]) -> ConsentDecision:
        """Apply default policy when no consent exists."""
        # Default: permit access to non-sensitive data
        sensitive_codes = {'ETH', 'PSY', 'HIV', 'STD', 'GDIS', 'SCA'}
        
        for label in labels:
            if label.code in sensitive_codes:
                return ConsentDecision.DENY
        
        return ConsentDecision.PERMIT
    
    def compare_confidentiality(self, label1: str, label2: str) -> int:
        ""
        Compare two confidentiality codes.
        Returns: -1 if label1 < label2, 0 if equal, 1 if label1 > label2
        ""
        try:
            idx1 = self.CONFIDENTIALITY_HIERARCHY.index(label1)
            idx2 = self.CONFIDENTIALITY_HIERARCHY.index(label2)
            
            if idx1 < idx2:
                return -1
            elif idx1 > idx2:
                return 1
            else:
                return 0
        except ValueError:
            return 0
    
    def get_minimum_clearance(self, labels: List[SecurityLabel]) -> str:
        ""
        Determine minimum clearance level needed for resource.
        Returns the highest confidentiality code from labels.
        ""
        max_level = 'U'  # Start with unrestricted
        
        for label in labels:
            if label.system.endswith('/v3-Confidentiality'):
                if self.compare_confidentiality(label.code, max_level) > 0:
                    max_level = label.code
        
        return max_level
    
    def user_has_clearance(self, 
                          user_clearance: str,
                          required_clearance: str) -> bool:
        """Check if user clearance meets required level."""
        return self.compare_confidentiality(user_clearance, required_clearance) >= 0


# Example usage
async def example_evaluation():
    evaluator = SecurityLabelEvaluator(consent_repository=None)
    
    # Sample resource with security labels
    resource = {
        "resourceType": "Observation",
        "id": "lab-result-123",
        "meta": {
            "security": [
                {
                    "system": "http://terminology.hl7.org/CodeSystem/v3-Confidentiality",
                    "code": "R",
                    "display": "Restricted"
                },
                {
                    "system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
                    "code": "HIV",
                    "display": "HIV/AIDS information sensitivity"
                }
            ]
        }
    }
    
    # Access context
    context = AccessContext(
        user_id="dr-smith",
        user_roles=["Practitioner"],
        purpose_of_use="TREAT",  # Treatment
        requesting_organization="hospital-main",
        patient_id="12345"
    )
    
    # Would evaluate access
    # decision = await evaluator.evaluate_access(resource, context)
    # print(f"Access decision: {decision.value}")

    Data Filtering

    Filtering approaches for different scenarios:



    
        	Resource-level: Exclude entire resources based on consent

        	Element-level: Redact specific elements within resources

        	Bundle-level: Filter resources from search results

        	Reference masking: Hide references to restricted resources
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    Pipeline Patterns

    
    Pipeline patterns focus on data processing and transformation workflows that handle the movement, transformation, and governance of healthcare data.


    Key Challenges

    Pipeline patterns address the complex requirements of healthcare data workflows:


    
        	Audit and provenance tracking for regulatory compliance and data lineage

        	Population-scale data export for research and analytics

        	De-identification and privacy preservation for secondary use scenarios

        	Asynchronous processing for long-running operations

    


    Patterns in this Category

    
    
        Audit & Provenance Chain

        Implement end-to-end audit logging and provenance tracking through a chain of responsibility pattern, enabling comprehensive traceability for regulatory compliance.

        Key Forces:

        
            	Auditability & Trust

            	Incremental modernization

            	Granular Sharing & Legal Obligations

        

    

    
        Population Export Pipeline

        Orchestrate large-scale data extraction using FHIR Bulk Data APIs with proper authentication and transformation, enabling research and analytics use cases.

        Key Forces:

        
            	Population-scale export

            	Network Latency & Reliability

        

    

    
        De-Identification Adapter

        Apply consistent de-identification transformations across FHIR and DICOM data for secondary use scenarios, enabling research while preserving privacy.

        Key Forces:

        
            	Risk of re-identification

            	Granular Sharing & Legal Obligations

        

    

    
        Asynchronous Invocation

        Handle long-running FHIR operations through asynchronous job management and polling, enabling non-blocking execution of time-consuming processes.

        Key Forces:

        
            	Network Latency & Reliability

            	Population-scale export

        

    



    Audit & Provenance Chain

    
    Implement end-to-end audit logging and provenance tracking through a chain of responsibility pattern, enabling comprehensive traceability for regulatory compliance.


    Forces

    
        	
            Auditability & Trust
        

        	
            Granular Sharing & Legal Obligations
        

        	
            Legacy System Preservation
        

    


    Structure

    The Audit & Provenance Chain pattern implements a chain of responsibility where each handler in the processing chain contributes to the audit trail and provenance record.
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        Audit & Provenance Chain Class Diagram
    

    Components

    
        	
            AuditChain
            Chain of responsibility for audit event creation
        

        	
            AuditHandler
            Base interface for handlers that contribute audit information
        

        	
            ProvenanceBuilder
            Constructs FHIR Provenance resources for data lineage
        

        	
            AuditRepository
            Stores and indexes audit events for retrieval
        

        	
            AuditEventFactory
            Creates properly formatted FHIR AuditEvent resources
        

    


    Behavior

    Audit Chain Processing

    The following sequence shows how audit events are created as data flows through a processing chain:
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        Audit & Provenance Flow
    

    Chain Processing Steps

    
        	Request Receipt Initial handler logs request with source and context

        	Authentication Security handler adds user/system identification

        	Authorization Policy handler logs access decision and rationale

        	Data Access Repository handler logs resources accessed

        	Transformation Processing handler logs any data transformations

        	Response Final handler completes audit with outcome status

    


    Implementation

    AuditEvent Resource

    Example FHIR AuditEvent resource following IHE ATNA/BALP profiles with agent identification, source attribution, and entity references.


{
  "resourceType": "AuditEvent",
  "id": "fhir-access-audit",
  "type": {
    "system": "http://dicom.nema.org/resources/ontology/DCM",
    "code": "110110",
    "display": "Patient Record"
  },
  "subtype": [
    {
      "system": "http://hl7.org/fhir/restful-interaction",
      "code": "read",
      "display": "read"
    }
  ],
  "action": "R",
  "period": {
    "start": "2024-01-15T10:30:00Z",
    "end": "2024-01-15T10:30:01Z"
  },
  "recorded": "2024-01-15T10:30:01Z",
  "outcome": "0",
  "outcomeDesc": "Success",
  "agent": [
    {
      "type": {
        "coding": [
          {
            "system": "http://terminology.hl7.org/CodeSystem/v3-ParticipationType",
            "code": "IRCP",
            "display": "information recipient"
          }
        ]
      },
      "who": {
        "reference": "Practitioner/dr-smith",
        "display": "Dr. Jane Smith"
      },
      "requestor": true,
      "network": {
        "address": "192.168.1.100",
        "type": "2"
      }
    },
    {
      "type": {
        "coding": [
          {
            "system": "http://dicom.nema.org/resources/ontology/DCM",
            "code": "110153",
            "display": "Source Role ID"
          }
        ]
      },
      "who": {
        "identifier": {
          "system": "urn:ietf:rfc:3986",
          "value": "urn:oid:2.16.840.1.113883.3.123"
        },
        "display": "ACME EHR System"
      },
      "requestor": false,
      "network": {
        "address": "ehr.acme-healthcare.org",
        "type": "1"
      }
    }
  ],
  "source": {
    "site": "ACME Healthcare FHIR Server",
    "observer": {
      "reference": "Device/fhir-server-01"
    },
    "type": [
      {
        "system": "http://terminology.hl7.org/CodeSystem/security-source-type",
        "code": "4",
        "display": "Application Server"
      }
    ]
  },
  "entity": [
    {
      "what": {
        "reference": "Patient/12345"
      },
      "type": {
        "system": "http://terminology.hl7.org/CodeSystem/audit-entity-type",
        "code": "1",
        "display": "Person"
      },
      "role": {
        "system": "http://terminology.hl7.org/CodeSystem/object-role",
        "code": "1",
        "display": "Patient"
      }
    },
    {
      "what": {
        "reference": "Observation/lab-result-789"
      },
      "type": {
        "system": "http://terminology.hl7.org/CodeSystem/audit-entity-type",
        "code": "2",
        "display": "System Object"
      },
      "role": {
        "system": "http://terminology.hl7.org/CodeSystem/object-role",
        "code": "4",
        "display": "Domain Resource"
      },
      "securityLabel": [
        {
          "system": "http://terminology.hl7.org/CodeSystem/v3-Confidentiality",
          "code": "R",
          "display": "Restricted"
        }
      ]
    }
  ]
}

    Chain Handler Implementation

    Implements chain of responsibility for audit trail management, tracking requests through multiple processing hops with correlation IDs.


from dataclasses import dataclass, field
from typing import List, Dict, Optional, Any
from datetime import datetime
from enum import Enum
import json
import asyncio

class AuditAction(Enum):
    CREATE = "C"
    READ = "R"
    UPDATE = "U"
    DELETE = "D"
    EXECUTE = "E"

@dataclass
class AuditContext:
    """Context information for audit trail"""
    user_id: str
    user_display: str
    client_ip: str
    client_application: str
    session_id: str
    correlation_id: str
    timestamp: datetime = field(default_factory=datetime.utcnow)

@dataclass
class ProvenanceRecord:
    """Tracks data provenance through the chain"""
    resource_id: str
    resource_type: str
    action: AuditAction
    source_system: str
    target_system: str
    transformation_applied: Optional[str] = None
    parent_provenance_id: Optional[str] = None

class AuditChainHandler:
    ""
    Handles audit trail and provenance chain for FHIR requests
    as they flow through multiple systems.
    ""
    
    def __init__(self, audit_repository, provenance_repository):
        self.audit_repo = audit_repository
        self.provenance_repo = provenance_repository
        self.chain_validators = []
        
    async def start_chain(self, context: AuditContext, 
                         request: Dict[str, Any]) -> str:
        ""
        Initialize audit chain for a new request.
        Returns chain_id for correlation.
        ""
        chain_id = self._generate_chain_id()
        
        # Create initial audit event
        audit_event = self._create_audit_event(
            chain_id=chain_id,
            context=context,
            action=self._determine_action(request),
            stage="initiated",
            details={"request_summary": self._summarize_request(request)}
        )
        
        await self.audit_repo.store(audit_event)
        
        return chain_id
    
    async def record_hop(self, chain_id: str, 
                        source_system: str,
                        target_system: str,
                        context: AuditContext,
                        resources: List[Dict],
                        transformation: Optional[str] = None):
        ""
        Record a hop in the processing chain as data moves
        between systems.
        ""
        # Create provenance records for each resource
        provenance_records = []
        for resource in resources:
            provenance = ProvenanceRecord(
                resource_id=resource.get('id'),
                resource_type=resource.get('resourceType'),
                action=AuditAction.READ,  # Or determine from context
                source_system=source_system,
                target_system=target_system,
                transformation_applied=transformation
            )
            provenance_records.append(provenance)
        
        # Store provenance
        await self.provenance_repo.store_batch(chain_id, provenance_records)
        
        # Create audit event for this hop
        audit_event = self._create_audit_event(
            chain_id=chain_id,
            context=context,
            action=AuditAction.READ,
            stage="processing",
            details={
                "source": source_system,
                "target": target_system,
                "resource_count": len(resources),
                "transformation": transformation
            }
        )
        
        await self.audit_repo.store(audit_event)
    
    async def complete_chain(self, chain_id: str,
                            context: AuditContext,
                            outcome: str,
                            response_summary: Dict):
        ""
        Complete the audit chain when request processing finishes.
        ""
        audit_event = self._create_audit_event(
            chain_id=chain_id,
            context=context,
            action=AuditAction.EXECUTE,
            stage="completed",
            details={
                "outcome": outcome,
                "response_summary": response_summary
            }
        )
        
        await self.audit_repo.store(audit_event)
        
        # Validate chain integrity
        await self._validate_chain(chain_id)
    
    async def record_error(self, chain_id: str,
                          context: AuditContext,
                          error: Exception,
                          stage: str):
        """Record an error in the audit chain."""
        audit_event = self._create_audit_event(
            chain_id=chain_id,
            context=context,
            action=AuditAction.EXECUTE,
            stage=f"error_{stage}",
            details={
                "error_type": type(error).__name__,
                "error_message": str(error),
                "outcome": "error"
            }
        )
        
        await self.audit_repo.store(audit_event)
    
    async def get_chain_history(self, chain_id: str) -> List[Dict]:
        """Retrieve complete audit trail for a chain."""
        audit_events = await self.audit_repo.find_by_chain(chain_id)
        provenance_records = await self.provenance_repo.find_by_chain(chain_id)
        
        return {
            "chain_id": chain_id,
            "audit_events": audit_events,
            "provenance": provenance_records,
            "integrity_verified": await self._verify_integrity(chain_id)
        }
    
    def _create_audit_event(self, chain_id: str,
                           context: AuditContext,
                           action: AuditAction,
                           stage: str,
                           details: Dict) -> Dict:
        """Create FHIR AuditEvent resource."""
        return {
            "resourceType": "AuditEvent",
            "type": {
                "system": "http://dicom.nema.org/resources/ontology/DCM",
                "code": "110110",
                "display": "Patient Record"
            },
            "action": action.value,
            "recorded": datetime.utcnow().isoformat() + "Z",
            "outcome": "0" if "error" not in stage else "8",
            "agent": [
                {
                    "who": {
                        "identifier": {"value": context.user_id},
                        "display": context.user_display
                    },
                    "requestor": True,
                    "network": {
                        "address": context.client_ip,
                        "type": "2"
                    }
                }
            ],
            "extension": [
                {
                    "url": "http://example.org/fhir/audit-chain-id",
                    "valueString": chain_id
                },
                {
                    "url": "http://example.org/fhir/audit-stage",
                    "valueString": stage
                },
                {
                    "url": "http://example.org/fhir/correlation-id",
                    "valueString": context.correlation_id
                }
            ]
        }
    
    def _generate_chain_id(self) -> str:
        """Generate unique chain identifier."""
        import uuid
        return f"chain-{uuid.uuid4()}"
    
    def _determine_action(self, request: Dict) -> AuditAction:
        """Determine audit action from request."""
        method = request.get('method', 'GET').upper()
        action_map = {
            'GET': AuditAction.READ,
            'POST': AuditAction.CREATE,
            'PUT': AuditAction.UPDATE,
            'PATCH': AuditAction.UPDATE,
            'DELETE': AuditAction.DELETE
        }
        return action_map.get(method, AuditAction.EXECUTE)
    
    def _summarize_request(self, request: Dict) -> Dict:
        """Create summary of request for audit."""
        return {
            "method": request.get('method'),
            "path": request.get('path'),
            "resource_type": request.get('resource_type')
        }
    
    async def _validate_chain(self, chain_id: str):
        """Run chain validators."""
        for validator in self.chain_validators:
            await validator.validate(chain_id)
    
    async def _verify_integrity(self, chain_id: str) -> bool:
        """Verify integrity of audit chain."""
        # Implementation would check for gaps, tampering, etc.
        return True

    Provenance Tracking

    Creates and manages FHIR Provenance resources to track data lineage, derivations, and transformations through the processing chain.


from dataclasses import dataclass
from typing import List, Dict, Optional, Any
from datetime import datetime
from enum import Enum

class ProvenanceActivity(Enum):
    DERIVATION = "derivation"
    REVISION = "revision"
    QUOTATION = "quotation"
    SOURCE = "source"
    TRANSFORMATION = "transformation"

@dataclass
class ProvenanceAgent:
    """Agent involved in provenance activity"""
    agent_type: str  # 'author', 'performer', 'custodian', 'assembler'
    who_reference: str
    who_display: str
    on_behalf_of: Optional[str] = None

@dataclass
class ProvenanceEntity:
    """Entity referenced in provenance"""
    role: str  # 'derivation', 'revision', 'quotation', 'source'
    reference: str
    display: Optional[str] = None

class ProvenanceTracker:
    ""
    Tracks and maintains provenance information for FHIR resources
    as they flow through the system.
    ""
    
    def __init__(self, fhir_client, provenance_store):
        self.fhir_client = fhir_client
        self.provenance_store = provenance_store
    
    def create_provenance(self, 
                         target_references: List[str],
                         activity: ProvenanceActivity,
                         agents: List[ProvenanceAgent],
                         entities: List[ProvenanceEntity] = None,
                         reason: str = None,
                         policy: List[str] = None) -> Dict:
        ""
        Create a FHIR Provenance resource.
        ""
        provenance = {
            "resourceType": "Provenance",
            "target": [{"reference": ref} for ref in target_references],
            "recorded": datetime.utcnow().isoformat() + "Z",
            "activity": {
                "coding": [{
                    "system": "http://terminology.hl7.org/CodeSystem/v3-DataOperation",
                    "code": self._activity_to_code(activity),
                    "display": activity.value
                }]
            },
            "agent": [self._agent_to_fhir(agent) for agent in agents]
        }
        
        if entities:
            provenance["entity"] = [
                self._entity_to_fhir(entity) for entity in entities
            ]
        
        if reason:
            provenance["reason"] = [{
                "coding": [{
                    "system": "http://terminology.hl7.org/CodeSystem/v3-ActReason",
                    "code": "TREAT",
                    "display": reason
                }]
            }]
        
        if policy:
            provenance["policy"] = policy
        
        return provenance
    
    async def track_derivation(self,
                              source_resource: Dict,
                              derived_resource: Dict,
                              transformation: str,
                              performer: ProvenanceAgent) -> Dict:
        ""
        Track when a resource is derived from another resource.
        Common in data transformations and aggregations.
        ""
        source_ref = f"{source_resource['resourceType']}/{source_resource['id']}"
        derived_ref = f"{derived_resource['resourceType']}/{derived_resource['id']}"
        
        provenance = self.create_provenance(
            target_references=[derived_ref],
            activity=ProvenanceActivity.DERIVATION,
            agents=[performer],
            entities=[
                ProvenanceEntity(
                    role="source",
                    reference=source_ref,
                    display=f"Source {source_resource['resourceType']}"
                )
            ],
            reason=f"Derived via {transformation}"
        )
        
        # Store provenance
        stored = await self.provenance_store.create(provenance)
        
        return stored
    
    async def track_aggregation(self,
                               source_resources: List[Dict],
                               aggregated_resource: Dict,
                               aggregation_method: str,
                               performer: ProvenanceAgent) -> Dict:
        ""
        Track when multiple resources are aggregated into one.
        ""
        aggregated_ref = f"{aggregated_resource['resourceType']}/{aggregated_resource['id']}"
        
        entities = [
            ProvenanceEntity(
                role="source",
                reference=f"{r['resourceType']}/{r['id']}",
                display=f"Source {r['resourceType']}"
            )
            for r in source_resources
        ]
        
        provenance = self.create_provenance(
            target_references=[aggregated_ref],
            activity=ProvenanceActivity.DERIVATION,
            agents=[performer],
            entities=entities,
            reason=f"Aggregation: {aggregation_method}"
        )
        
        return await self.provenance_store.create(provenance)
    
    async def track_transmission(self,
                                resources: List[Dict],
                                source_system: str,
                                target_system: str,
                                transmitter: ProvenanceAgent) -> Dict:
        ""
        Track when resources are transmitted between systems.
        ""
        target_refs = [
            f"{r['resourceType']}/{r['id']}" for r in resources
        ]
        
        provenance = self.create_provenance(
            target_references=target_refs,
            activity=ProvenanceActivity.SOURCE,
            agents=[
                transmitter,
                ProvenanceAgent(
                    agent_type="custodian",
                    who_reference=f"Organization/{source_system}",
                    who_display=f"Source: {source_system}"
                ),
                ProvenanceAgent(
                    agent_type="custodian", 
                    who_reference=f"Organization/{target_system}",
                    who_display=f"Target: {target_system}"
                )
            ],
            reason="Cross-system data transmission"
        )
        
        return await self.provenance_store.create(provenance)
    
    async def get_provenance_chain(self, resource_reference: str) -> List[Dict]:
        ""
        Retrieve the complete provenance chain for a resource.
        Follows entity references to build full history.
        ""
        chain = []
        visited = set()
        to_process = [resource_reference]
        
        while to_process:
            ref = to_process.pop(0)
            if ref in visited:
                continue
            visited.add(ref)
            
            # Find provenance records for this resource
            provenance_records = await self.provenance_store.find_by_target(ref)
            
            for prov in provenance_records:
                chain.append(prov)
                
                # Add source entities to process
                for entity in prov.get('entity', []):
                    if entity.get('role') == 'source':
                        source_ref = entity.get('what', {}).get('reference')
                        if source_ref and source_ref not in visited:
                            to_process.append(source_ref)
        
        # Sort by recorded date
        chain.sort(key=lambda p: p.get('recorded', ''), reverse=True)
        
        return chain
    
    def _activity_to_code(self, activity: ProvenanceActivity) -> str:
        """Map activity to FHIR code."""
        mapping = {
            ProvenanceActivity.DERIVATION: "DERIVE",
            ProvenanceActivity.REVISION: "UPDATE",
            ProvenanceActivity.QUOTATION: "COPY",
            ProvenanceActivity.SOURCE: "CREATE",
            ProvenanceActivity.TRANSFORMATION: "TRANSFORM"
        }
        return mapping.get(activity, "CREATE")
    
    def _agent_to_fhir(self, agent: ProvenanceAgent) -> Dict:
        """Convert ProvenanceAgent to FHIR agent structure."""
        fhir_agent = {
            "type": {
                "coding": [{
                    "system": "http://terminology.hl7.org/CodeSystem/provenance-participant-type",
                    "code": agent.agent_type
                }]
            },
            "who": {
                "reference": agent.who_reference,
                "display": agent.who_display
            }
        }
        
        if agent.on_behalf_of:
            fhir_agent["onBehalfOf"] = {"reference": agent.on_behalf_of}
        
        return fhir_agent
    
    def _entity_to_fhir(self, entity: ProvenanceEntity) -> Dict:
        """Convert ProvenanceEntity to FHIR entity structure."""
        return {
            "role": entity.role,
            "what": {
                "reference": entity.reference,
                "display": entity.display
            }
        }
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    Population Export Pipeline

    
    Orchestrate large-scale data extraction using FHIR Bulk Data APIs with proper authentication and transformation, enabling research and analytics use cases.


    Forces

    
        	
            Network Latency & Reliability
        

    


    Structure

    The Population Export Pipeline pattern orchestrates FHIR Bulk Data export operations with authentication, transformation, and monitoring capabilities.
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    Components

    
        	
            ExportOrchestrator
            Coordinates the overall export workflow
        

        	
            BulkDataClient
            Interacts with FHIR Bulk Data API endpoints
        

        	
            BackendAuthenticator
            Handles SMART Backend Services authentication
        

        	
            TransformationPipeline
            Applies transformations to exported data
        

        	
            ProgressMonitor
            Tracks export job status and progress
        

    


    Behavior

    Bulk Export Workflow

    The following sequence shows the complete bulk data export process:
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    Export Steps

    
        	Authenticate Obtain access token using SMART Backend Services

        	Initiate Export POST to $export endpoint with parameters

        	Monitor Progress Poll status endpoint for completion

        	Download Data Retrieve NDJSON files from output URLs

        	Transform Data Apply any required transformations

        	Load Destination Store transformed data in target system

    


    Implementation

    Export Request

    Client for initiating FHIR Bulk Data export operations with support for system, group, and patient-level exports with filtering parameters.


from typing import Dict, List, Optional, Any
from dataclasses import dataclass, field
from datetime import datetime
from enum import Enum

class ExportType(Enum):
    SYSTEM = "system"      # $export on system level
    GROUP = "group"        # $export on Group resource
    PATIENT = "patient"    # $export on Patient resource

class OutputFormat(Enum):
    NDJSON = "application/fhir+ndjson"
    PARQUET = "application/x-parquet"

@dataclass
class ExportRequest:
    """Configuration for a FHIR Bulk Data Export request"""
    export_type: ExportType
    output_format: OutputFormat = OutputFormat.NDJSON
    since: Optional[datetime] = None
    resource_types: List[str] = field(default_factory=list)
    type_filters: Dict[str, str] = field(default_factory=dict)
    group_id: Optional[str] = None
    patient_id: Optional[str] = None

class BulkExportClient:
    ""
    Client for initiating and managing FHIR Bulk Data Export operations.
    Implements the FHIR Bulk Data Access (Flat FHIR) specification.
    ""
    
    def __init__(self, fhir_base_url: str, auth_token: str):
        self.base_url = fhir_base_url.rstrip('/')
        self.auth_token = auth_token
        self.session = None  # Would be aiohttp.ClientSession in real impl
    
    async def initiate_export(self, request: ExportRequest) -> str:
        ""
        Initiate a bulk export operation.
        Returns the content-location URL for polling status.
        ""
        # Build export URL based on type
        url = self._build_export_url(request)
        
        # Build query parameters
        params = self._build_export_params(request)
        
        # Make the kick-off request
        headers = {
            'Authorization': f'Bearer {self.auth_token}',
            'Accept': 'application/fhir+json',
            'Prefer': 'respond-async'
        }
        
        # In real implementation:
        # response = await self.session.get(url, params=params, headers=headers)
        # 
        # if response.status == 202:
        #     return response.headers['Content-Location']
        # else:
        #     raise ExportError(f"Export initiation failed: {response.status}")
        
        # Placeholder return
        return f"{self.base_url}/$export-poll-status/job-12345"
    
    def _build_export_url(self, request: ExportRequest) -> str:
        """Build the export endpoint URL based on export type."""
        if request.export_type == ExportType.SYSTEM:
            return f"{self.base_url}/$export"
        
        elif request.export_type == ExportType.GROUP:
            if not request.group_id:
                raise ValueError("group_id required for Group export")
            return f"{self.base_url}/Group/{request.group_id}/$export"
        
        elif request.export_type == ExportType.PATIENT:
            if request.patient_id:
                return f"{self.base_url}/Patient/{request.patient_id}/$export"
            else:
                return f"{self.base_url}/Patient/$export"
        
        raise ValueError(f"Unknown export type: {request.export_type}")
    
    def _build_export_params(self, request: ExportRequest) -> Dict[str, str]:
        """Build query parameters for export request."""
        params = {}
        
        # Output format
        params['_outputFormat'] = request.output_format.value
        
        # Since parameter for incremental exports
        if request.since:
            params['_since'] = request.since.isoformat() + 'Z'
        
        # Resource types to include
        if request.resource_types:
            params['_type'] = ','.join(request.resource_types)
        
        # Type filters (e.g., Patient?gender=female)
        if request.type_filters:
            type_filters = []
            for resource_type, filter_expr in request.type_filters.items():
                type_filters.append(f"{resource_type}?{filter_expr}")
            params['_typeFilter'] = ','.join(type_filters)
        
        return params
    
    async def create_system_export(self, 
                                   resource_types: List[str] = None,
                                   since: datetime = None) -> str:
        ""
        Convenience method for system-level export.
        ""
        request = ExportRequest(
            export_type=ExportType.SYSTEM,
            resource_types=resource_types or [],
            since=since
        )
        return await self.initiate_export(request)
    
    async def create_group_export(self,
                                  group_id: str,
                                  resource_types: List[str] = None,
                                  since: datetime = None) -> str:
        ""
        Convenience method for group-level export.
        Exports data for all patients in the specified Group.
        ""
        request = ExportRequest(
            export_type=ExportType.GROUP,
            group_id=group_id,
            resource_types=resource_types or [],
            since=since
        )
        return await self.initiate_export(request)
    
    async def create_patient_export(self,
                                   patient_id: str = None,
                                   resource_types: List[str] = None,
                                   since: datetime = None) -> str:
        ""
        Convenience method for patient-level export.
        If patient_id is None, exports all patients.
        ""
        request = ExportRequest(
            export_type=ExportType.PATIENT,
            patient_id=patient_id,
            resource_types=resource_types or [],
            since=since
        )
        return await self.initiate_export(request)


# Example usage
async def example_exports():
    client = BulkExportClient(
        fhir_base_url='https://fhir.example.org/r4',
        auth_token='eyJhbGciOiJSUzI1NiIs...'
    )
    
    # System-level export of all data
    status_url = await client.create_system_export()
    print(f"System export started: {status_url}")
    
    # Export specific resource types since last week
    from datetime import timedelta
    last_week = datetime.utcnow() - timedelta(days=7)
    
    status_url = await client.create_system_export(
        resource_types=['Patient', 'Observation', 'Condition'],
        since=last_week
    )
    print(f"Incremental export started: {status_url}")
    
    # Export for a specific cohort (Group)
    status_url = await client.create_group_export(
        group_id='diabetes-cohort-2024',
        resource_types=['Patient', 'Observation', 'MedicationRequest']
    )
    print(f"Cohort export started: {status_url}")

    Progress Monitoring

    Monitors long-running export jobs with polling, exponential backoff, progress callbacks, and timeout handling.


from typing import Dict, List, Optional, Callable
from dataclasses import dataclass, field
from datetime import datetime
from enum import Enum
import asyncio
import time

class ExportStatus(Enum):
    PENDING = "pending"
    IN_PROGRESS = "in-progress"
    COMPLETED = "completed"
    ERROR = "error"
    CANCELLED = "cancelled"

@dataclass
class ExportProgress:
    """Progress information for a bulk export job"""
    status: ExportStatus
    progress_percent: float = 0.0
    resources_exported: int = 0
    estimated_completion: Optional[datetime] = None
    current_resource_type: Optional[str] = None
    output_files: List[Dict] = field(default_factory=list)
    error_message: Optional[str] = None
    transaction_time: Optional[datetime] = None

class ExportMonitor:
    ""
    Monitors FHIR Bulk Data Export jobs with polling and callbacks.
    ""
    
    def __init__(self, 
                 fhir_client,
                 poll_interval: float = 5.0,
                 max_poll_interval: float = 60.0,
                 backoff_factor: float = 1.5):
        self.fhir_client = fhir_client
        self.poll_interval = poll_interval
        self.max_poll_interval = max_poll_interval
        self.backoff_factor = backoff_factor
        self.active_jobs = {}
    
    async def monitor_export(self,
                            status_url: str,
                            on_progress: Callable[[ExportProgress], None] = None,
                            on_complete: Callable[[ExportProgress], None] = None,
                            on_error: Callable[[ExportProgress], None] = None,
                            timeout: float = 3600) -> ExportProgress:
        ""
        Monitor an export job until completion or timeout.
        ""
        start_time = time.time()
        current_interval = self.poll_interval
        
        while True:
            # Check timeout
            elapsed = time.time() - start_time
            if elapsed > timeout:
                raise TimeoutError(f"Export timed out after {timeout} seconds")
            
            # Poll status
            progress = await self._poll_status(status_url)
            
            # Callback for progress updates
            if on_progress:
                on_progress(progress)
            
            # Check completion states
            if progress.status == ExportStatus.COMPLETED:
                if on_complete:
                    on_complete(progress)
                return progress
            
            elif progress.status == ExportStatus.ERROR:
                if on_error:
                    on_error(progress)
                raise ExportError(progress.error_message or "Export failed")
            
            elif progress.status == ExportStatus.CANCELLED:
                raise ExportCancelled("Export was cancelled")
            
            # Wait before next poll (with exponential backoff)
            await asyncio.sleep(current_interval)
            current_interval = min(
                current_interval * self.backoff_factor,
                self.max_poll_interval
            )
    
    async def _poll_status(self, status_url: str) -> ExportProgress:
        ""
        Poll the export status endpoint.
        ""
        headers = {
            'Accept': 'application/json'
        }
        
        # In real implementation:
        # response = await self.fhir_client.get(status_url, headers=headers)
        #
        # if response.status == 202:
        #     # Still in progress
        #     progress_header = response.headers.get('X-Progress', '0%')
        #     return ExportProgress(
        #         status=ExportStatus.IN_PROGRESS,
        #         progress_percent=self._parse_progress(progress_header)
        #     )
        # elif response.status == 200:
        #     # Completed
        #     result = await response.json()
        #     return self._parse_completion(result)
        # else:
        #     # Error
        #     return ExportProgress(
        #         status=ExportStatus.ERROR,
        #         error_message=f"Status check failed: {response.status}"
        #     )
        
        # Placeholder for demo
        return ExportProgress(
            status=ExportStatus.IN_PROGRESS,
            progress_percent=50.0,
            resources_exported=1000
        )
    
    def _parse_progress(self, progress_header: str) -> float:
        """Parse X-Progress header value."""
        try:
            return float(progress_header.rstrip('%'))
        except ValueError:
            return 0.0
    
    def _parse_completion(self, result: Dict) -> ExportProgress:
        """Parse completed export response."""
        output_files = []
        
        for output in result.get('output', []):
            output_files.append({
                'type': output.get('type'),
                'url': output.get('url'),
                'count': output.get('count')
            })
        
        return ExportProgress(
            status=ExportStatus.COMPLETED,
            progress_percent=100.0,
            output_files=output_files,
            transaction_time=datetime.fromisoformat(
                result.get('transactionTime', '').replace('Z', '+00:00')
            ) if result.get('transactionTime') else None
        )
    
    async def cancel_export(self, status_url: str) -> bool:
        ""
        Request cancellation of an export job.
        ""
        # In real implementation:
        # response = await self.fhir_client.delete(status_url)
        # return response.status == 202
        
        return True
    
    def create_progress_callback(self, 
                                callback: Callable[[float, str], None]
                                ) -> Callable[[ExportProgress], None]:
        ""
        Create a simple progress callback wrapper.
        ""
        def wrapper(progress: ExportProgress):
            message = f"Status: {progress.status.value}"
            if progress.current_resource_type:
                message += f" ({progress.current_resource_type})"
            if progress.resources_exported:
                message += f" - {progress.resources_exported} resources"
            
            callback(progress.progress_percent, message)
        
        return wrapper


class ExportError(Exception):
    """Error during bulk export"""
    pass

class ExportCancelled(Exception):
    """Export was cancelled"""
    pass


# Example usage with progress bar
async def run_monitored_export():
    from tqdm import tqdm
    
    # Assume we have fhir_client and status_url
    fhir_client = None
    status_url = "https://fhir.example.org/$export-poll/job-123"
    
    monitor = ExportMonitor(fhir_client)
    
    # Create progress bar
    pbar = tqdm(total=100, desc="Exporting", unit="%")
    last_progress = 0
    
    def update_progress(progress: ExportProgress):
        nonlocal last_progress
        delta = progress.progress_percent - last_progress
        pbar.update(delta)
        last_progress = progress.progress_percent
        pbar.set_postfix({
            'status': progress.status.value,
            'resources': progress.resources_exported
        })
    
    try:
        result = await monitor.monitor_export(
            status_url,
            on_progress=update_progress,
            timeout=7200  # 2 hour timeout
        )
        
        pbar.close()
        
        print(f"\nExport completed!")
        print(f"Output files: {len(result.output_files)}")
        for f in result.output_files:
            print(f"  - {f['type']}: {f['url']} ({f.get('count', '?')} resources)")
            
    except ExportError as e:
        pbar.close()
        print(f"\nExport failed: {e}")
        
    except TimeoutError:
        pbar.close()
        print("\nExport timed out")

    NDJSON Processing

    Processes NDJSON (Newline Delimited JSON) export files with streaming, filtering, transformation, and memory-efficient batch operations.


from typing import Dict, List, Iterator, Any, Optional, Callable
from dataclasses import dataclass
import json
import gzip
from pathlib import Path
import asyncio
from concurrent.futures import ThreadPoolExecutor

@dataclass
class NDJSONFile:
    """Metadata about an NDJSON file from bulk export"""
    resource_type: str
    url: str
    count: Optional[int] = None

class NDJSONProcessor:
    ""
    Processes NDJSON (Newline Delimited JSON) files from FHIR Bulk Export.
    Supports streaming, filtering, and transformation.
    ""
    
    def __init__(self, max_workers: int = 4):
        self.max_workers = max_workers
        self.executor = ThreadPoolExecutor(max_workers=max_workers)
    
    def stream_resources(self, file_path: str) -> Iterator[Dict]:
        ""
        Stream resources from an NDJSON file.
        Memory efficient - processes one resource at a time.
        ""
        opener = gzip.open if file_path.endswith('.gz') else open
        
        with opener(file_path, 'rt', encoding='utf-8') as f:
            for line_num, line in enumerate(f, 1):
                line = line.strip()
                if not line:
                    continue
                
                try:
                    yield json.loads(line)
                except json.JSONDecodeError as e:
                    # Log error but continue processing
                    print(f"JSON parse error at line {line_num}: {e}")
                    continue
    
    def filter_resources(self, 
                        file_path: str,
                        predicate: Callable[[Dict], bool]) -> Iterator[Dict]:
        ""
        Stream and filter resources based on predicate function.
        ""
        for resource in self.stream_resources(file_path):
            if predicate(resource):
                yield resource
    
    def transform_resources(self,
                           file_path: str,
                           transformer: Callable[[Dict], Dict]) -> Iterator[Dict]:
        ""
        Stream and transform resources.
        ""
        for resource in self.stream_resources(file_path):
            yield transformer(resource)
    
    async def process_export_files(self,
                                   files: List[NDJSONFile],
                                   processor: Callable[[Dict], None],
                                   download_dir: str = './downloads') -> Dict:
        ""
        Process multiple NDJSON files from a bulk export.
        Downloads and processes files in parallel.
        ""
        stats = {
            'files_processed': 0,
            'resources_processed': 0,
            'errors': []
        }
        
        # Download files (in real impl, would use aiohttp)
        local_files = await self._download_files(files, download_dir)
        
        # Process each file
        for file_info, local_path in zip(files, local_files):
            try:
                count = 0
                for resource in self.stream_resources(local_path):
                    processor(resource)
                    count += 1
                
                stats['files_processed'] += 1
                stats['resources_processed'] += count
                
            except Exception as e:
                stats['errors'].append({
                    'file': file_info.url,
                    'error': str(e)
                })
        
        return stats
    
    async def _download_files(self, 
                             files: List[NDJSONFile],
                             download_dir: str) -> List[str]:
        """Download NDJSON files from URLs."""
        Path(download_dir).mkdir(parents=True, exist_ok=True)
        
        local_paths = []
        for file_info in files:
            # In real implementation, would download from URL
            # Here we just generate expected local path
            filename = f"{file_info.resource_type}.ndjson"
            local_path = str(Path(download_dir) / filename)
            local_paths.append(local_path)
        
        return local_paths
    
    def write_ndjson(self,
                    output_path: str,
                    resources: Iterator[Dict],
                    compress: bool = True):
        ""
        Write resources to NDJSON file.
        ""
        if compress and not output_path.endswith('.gz'):
            output_path += '.gz'
        
        opener = gzip.open if output_path.endswith('.gz') else open
        
        with opener(output_path, 'wt', encoding='utf-8') as f:
            for resource in resources:
                f.write(json.dumps(resource, separators=(',', ':')))
                f.write('\n')
    
    def merge_files(self,
                   input_files: List[str],
                   output_file: str,
                   transformer: Callable[[Dict], Dict] = None):
        ""
        Merge multiple NDJSON files into one.
        Optionally transform resources during merge.
        ""
        def resource_generator():
            for file_path in input_files:
                for resource in self.stream_resources(file_path):
                    if transformer:
                        yield transformer(resource)
                    else:
                        yield resource
        
        self.write_ndjson(output_file, resource_generator())
    
    def split_by_type(self,
                     input_file: str,
                     output_dir: str) -> Dict[str, str]:
        ""
        Split NDJSON file by resource type.
        Returns mapping of resource type to output file.
        ""
        Path(output_dir).mkdir(parents=True, exist_ok=True)
        
        # Group resources by type
        type_files = {}
        type_writers = {}
        
        try:
            for resource in self.stream_resources(input_file):
                resource_type = resource.get('resourceType')
                
                if resource_type not in type_writers:
                    output_path = str(Path(output_dir) / f"{resource_type}.ndjson")
                    type_files[resource_type] = output_path
                    type_writers[resource_type] = open(output_path, 'w', encoding='utf-8')
                
                type_writers[resource_type].write(
                    json.dumps(resource, separators=(',', ':'))
                )
                type_writers[resource_type].write('\n')
        
        finally:
            for writer in type_writers.values():
                writer.close()
        
        return type_files
    
    def count_resources(self, file_path: str) -> Dict[str, int]:
        ""
        Count resources by type in NDJSON file.
        ""
        counts = {}
        
        for resource in self.stream_resources(file_path):
            resource_type = resource.get('resourceType', 'Unknown')
            counts[resource_type] = counts.get(resource_type, 0) + 1
        
        return counts
    
    def validate_resources(self,
                          file_path: str,
                          validator: Callable[[Dict], List[str]]) -> List[Dict]:
        ""
        Validate resources and return list of issues.
        ""
        issues = []
        
        for line_num, resource in enumerate(self.stream_resources(file_path), 1):
            resource_issues = validator(resource)
            if resource_issues:
                issues.append({
                    'line': line_num,
                    'resource_type': resource.get('resourceType'),
                    'resource_id': resource.get('id'),
                    'issues': resource_issues
                })
        
        return issues


# Example usage
if __name__ == "__main__":
    processor = NDJSONProcessor()
    
    # Stream and filter patients
    for patient in processor.filter_resources(
        'patients.ndjson',
        lambda p: p.get('gender') == 'female'
    ):
        print(f"Patient: {patient.get('id')}")
    
    # Count resources
    counts = processor.count_resources('export.ndjson')
    print(f"Resource counts: {counts}")
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    De-Identification Adapter

    
    Apply consistent de-identification transformations across FHIR and DICOM data for secondary use scenarios, enabling research while preserving privacy.


    Forces

    
        	
            Granular Sharing & Legal Obligations
        

    


    Structure

    The De-Identification Adapter pattern provides configurable de-identification transformations for healthcare data, supporting both FHIR resources and DICOM objects.
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        De-Identification Adapter Architecture
    

    Components

    
        	
            DeIdentificationEngine
            Orchestrates the de-identification process
        

        	
            PolicyResolver
            Determines applicable de-identification rules
        

        	
            FHIRTransformer
            Applies de-identification to FHIR resources
        

        	
            DICOMTransformer
            Applies de-identification to DICOM objects
        

        	
            TokenGenerator
            Creates consistent pseudonymization tokens
        

    


    Behavior

    De-Identification Workflow

    The following sequence shows how data is de-identified for secondary use:
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        De-Identification Sequence
    

    Transformation Steps

    
        	Load Policy Retrieve applicable de-identification rules

        	Analyze Data Identify PHI elements in source data

        	Apply Rules Transform data according to policy

        	Generate Tokens Create pseudonymization tokens as needed

        	Validate Output Verify de-identification completeness

        	Record Actions Log de-identification decisions

    


    Implementation

    De-Identification Policy

    Configuration schema defining de-identification rules for FHIR and DICOM data including direct identifiers, quasi-identifiers, and cross-modal consistency settings.


# De-identification Policy Configuration
# Defines rules for FHIR and DICOM de-identification

policy:
  name: "Research De-identification Policy"
  version: "1.0"
  compliance:
    - "HIPAA Safe Harbor"
    - "DICOM Supplement 142"
  
  # FHIR De-identification Rules
  fhir:
    # Direct identifiers - always remove or replace
    direct_identifiers:
      - path: "Patient.identifier"
        action: "pseudonymize"
        algorithm: "sha256-hmac"
        
      - path: "Patient.name"
        action: "remove"
        
      - path: "Patient.telecom"
        action: "remove"
        
      - path: "Patient.address"
        action: "generalize"
        retain: ["state", "country"]
        
      - path: "Patient.birthDate"
        action: "generalize"
        precision: "year"
        shift_if_age_over_89: true
    
    # Quasi-identifiers - generalize or perturb
    quasi_identifiers:
      - path: "Patient.gender"
        action: "retain"
        
      - path: "Observation.effectiveDateTime"
        action: "shift"
        range_days: 30
        consistent_per_patient: true
    
    # References - update to pseudonymized IDs
    references:
      - path: "*.subject"
        action: "pseudonymize_reference"
        
      - path: "*.patient"
        action: "pseudonymize_reference"
    
    # Resource-specific rules
    resources:
      DocumentReference:
        - path: "content.attachment.url"
          action: "remove"
        - path: "content.attachment.data"
          action: "remove_if_contains_phi"
      
      DiagnosticReport:
        - path: "conclusion"
          action: "nlp_scrub"
          
  # DICOM De-identification Rules  
  dicom:
    profile: "Clean Pixel Data Option"
    
    # Tag-level actions
    tags:
      # Patient Module
      - tag: "(0010,0010)"  # Patient Name
        action: "replace"
        value: "ANONYMOUS"
        
      - tag: "(0010,0020)"  # Patient ID
        action: "pseudonymize"
        
      - tag: "(0010,0030)"  # Patient Birth Date
        action: "generalize_year"
        
      - tag: "(0010,1000)"  # Other Patient IDs
        action: "remove"
        
      - tag: "(0010,1001)"  # Other Patient Names
        action: "remove"
      
      # Study/Series identifiers
      - tag: "(0020,000D)"  # Study Instance UID
        action: "rehash"
        
      - tag: "(0020,000E)"  # Series Instance UID
        action: "rehash"
        
      - tag: "(0008,0018)"  # SOP Instance UID
        action: "rehash"
    
    # Private tags
    private_tags:
      action: "remove_all"
      exceptions:
        - "(0019,xx10)"  # Preserve specific private creator
    
    # Pixel data
    burned_in_annotation:
      detect: true
      action: "blackout"
      regions:
        - top_percent: 10
        - bottom_percent: 5

  # Cross-modal consistency
  consistency:
    patient_pseudonym:
      algorithm: "deterministic"
      salt_source: "project_secret"
      
    date_shift:
      consistent_per_patient: true
      preserve_intervals: true
      
    uid_mapping:
      maintain_references: true
      store_mapping: "secure_vault"

    FHIR Transformation

    Applies de-identification rules to FHIR resources with support for removal, pseudonymization, generalization, and date shifting transformations.


from typing import Dict, List, Any, Optional
from dataclasses import dataclass
from datetime import datetime, timedelta
import hashlib
import hmac
import re
import copy

@dataclass
class DeidentificationRule:
    """Rule for de-identifying a FHIR element"""
    path: str
    action: str  # remove, pseudonymize, generalize, shift, retain
    params: Dict[str, Any] = None

class FHIRDeidentifier:
    ""
    De-identifies FHIR resources according to policy rules.
    Supports HIPAA Safe Harbor and custom de-identification profiles.
    ""
    
    def __init__(self, policy: Dict, secret_key: str):
        self.policy = policy
        self.secret_key = secret_key.encode()
        self.patient_date_shifts = {}  # Consistent shifts per patient
        self.pseudonym_cache = {}  # Consistent pseudonyms
    
    def deidentify_resource(self, resource: Dict, 
                           patient_id: str = None) -> Dict:
        ""
        De-identify a single FHIR resource.
        Returns a new de-identified copy.
        ""
        # Deep copy to avoid modifying original
        result = copy.deepcopy(resource)
        
        # Get resource type
        resource_type = result.get('resourceType')
        
        # Apply general FHIR rules
        result = self._apply_direct_identifier_rules(result, patient_id)
        result = self._apply_quasi_identifier_rules(result, patient_id)
        result = self._apply_reference_rules(result, patient_id)
        
        # Apply resource-specific rules
        if resource_type in self.policy.get('fhir', {}).get('resources', {}):
            result = self._apply_resource_rules(result, resource_type)
        
        # Add de-identification metadata
        result = self._add_security_label(result)
        
        return result
    
    def deidentify_bundle(self, bundle: Dict) -> Dict:
        """De-identify all resources in a FHIR Bundle."""
        result = copy.deepcopy(bundle)
        
        # First pass: identify all patients for consistent processing
        patient_map = {}
        for entry in result.get('entry', []):
            resource = entry.get('resource', {})
            if resource.get('resourceType') == 'Patient':
                original_id = resource.get('id')
                patient_map[original_id] = self._generate_pseudonym(
                    f"Patient/{original_id}"
                )
        
        # Second pass: de-identify all resources
        for entry in result.get('entry', []):
            resource = entry.get('resource', {})
            patient_ref = self._extract_patient_reference(resource)
            entry['resource'] = self.deidentify_resource(resource, patient_ref)
        
        return result
    
    def _apply_direct_identifier_rules(self, resource: Dict, 
                                       patient_id: str) -> Dict:
        """Apply rules for direct identifiers."""
        rules = self.policy.get('fhir', {}).get('direct_identifiers', [])
        
        for rule in rules:
            path = rule['path']
            action = rule['action']
            
            if self._path_applies(path, resource):
                if action == 'remove':
                    resource = self._remove_element(resource, path)
                elif action == 'pseudonymize':
                    resource = self._pseudonymize_element(
                        resource, path, rule.get('algorithm', 'sha256-hmac')
                    )
                elif action == 'generalize':
                    resource = self._generalize_element(resource, path, rule)
        
        return resource
    
    def _apply_quasi_identifier_rules(self, resource: Dict,
                                      patient_id: str) -> Dict:
        """Apply rules for quasi-identifiers."""
        rules = self.policy.get('fhir', {}).get('quasi_identifiers', [])
        
        for rule in rules:
            path = rule['path']
            action = rule['action']
            
            if self._path_applies(path, resource):
                if action == 'shift':
                    resource = self._shift_date(
                        resource, path, patient_id,
                        rule.get('range_days', 30),
                        rule.get('consistent_per_patient', True)
                    )
                elif action == 'retain':
                    pass  # Keep as-is
        
        return resource
    
    def _apply_reference_rules(self, resource: Dict, 
                               patient_id: str) -> Dict:
        """Update references to use pseudonymized IDs."""
        rules = self.policy.get('fhir', {}).get('references', [])
        
        for rule in rules:
            path = rule['path']
            if rule['action'] == 'pseudonymize_reference':
                resource = self._pseudonymize_references(resource, path)
        
        return resource
    
    def _apply_resource_rules(self, resource: Dict, 
                             resource_type: str) -> Dict:
        """Apply resource-specific de-identification rules."""
        rules = self.policy['fhir']['resources'].get(resource_type, [])
        
        for rule in rules:
            path = rule['path']
            action = rule['action']
            
            if action == 'remove':
                resource = self._remove_element(resource, path)
            elif action == 'nlp_scrub':
                resource = self._nlp_scrub(resource, path)
            elif action == 'remove_if_contains_phi':
                resource = self._remove_if_phi(resource, path)
        
        return resource
    
    def _generate_pseudonym(self, identifier: str) -> str:
        """Generate consistent pseudonym using HMAC."""
        if identifier in self.pseudonym_cache:
            return self.pseudonym_cache[identifier]
        
        h = hmac.new(self.secret_key, identifier.encode(), hashlib.sha256)
        pseudonym = h.hexdigest()[:16]
        self.pseudonym_cache[identifier] = pseudonym
        
        return pseudonym
    
    def _get_date_shift(self, patient_id: str, range_days: int) -> int:
        """Get consistent date shift for a patient."""
        if patient_id not in self.patient_date_shifts:
            # Generate deterministic shift based on patient ID
            h = hmac.new(self.secret_key, patient_id.encode(), hashlib.sha256)
            shift = int.from_bytes(h.digest()[:4], 'big') % (range_days * 2) - range_days
            self.patient_date_shifts[patient_id] = shift
        
        return self.patient_date_shifts[patient_id]
    
    def _shift_date(self, resource: Dict, path: str, 
                   patient_id: str, range_days: int,
                   consistent: bool) -> Dict:
        """Shift date/datetime values."""
        value = self._get_element(resource, path)
        if not value:
            return resource
        
        if consistent and patient_id:
            shift_days = self._get_date_shift(patient_id, range_days)
        else:
            shift_days = self._get_date_shift(str(id(resource)), range_days)
        
        # Parse and shift the date
        try:
            if 'T' in value:
                dt = datetime.fromisoformat(value.replace('Z', '+00:00'))
                shifted = dt + timedelta(days=shift_days)
                new_value = shifted.isoformat()
            else:
                dt = datetime.strptime(value, '%Y-%m-%d')
                shifted = dt + timedelta(days=shift_days)
                new_value = shifted.strftime('%Y-%m-%d')
            
            return self._set_element(resource, path, new_value)
        except:
            return resource
    
    def _add_security_label(self, resource: Dict) -> Dict:
        """Add security label indicating de-identification."""
        if 'meta' not in resource:
            resource['meta'] = {}
        
        if 'security' not in resource['meta']:
            resource['meta']['security'] = []
        
        resource['meta']['security'].append({
            "system": "http://terminology.hl7.org/CodeSystem/v3-ObservationValue",
            "code": "ANONYED",
            "display": "anonymized"
        })
        
        return resource
    
    # Helper methods for path navigation
    def _path_applies(self, path: str, resource: Dict) -> bool:
        """Check if path applies to this resource."""
        if path.startswith('*.'):
            return True
        parts = path.split('.')
        return parts[0] == resource.get('resourceType')
    
    def _get_element(self, resource: Dict, path: str) -> Any:
        """Get element value at path."""
        parts = path.split('.')[1:]  # Skip resource type
        current = resource
        for part in parts:
            if isinstance(current, dict):
                current = current.get(part)
            else:
                return None
        return current
    
    def _set_element(self, resource: Dict, path: str, value: Any) -> Dict:
        """Set element value at path."""
        parts = path.split('.')[1:]
        current = resource
        for part in parts[:-1]:
            current = current.setdefault(part, {})
        current[parts[-1]] = value
        return resource
    
    def _remove_element(self, resource: Dict, path: str) -> Dict:
        """Remove element at path."""
        parts = path.split('.')[1:]
        current = resource
        for part in parts[:-1]:
            if part not in current:
                return resource
            current = current[part]
        if parts[-1] in current:
            del current[parts[-1]]
        return resource
    
    def _pseudonymize_element(self, resource: Dict, path: str, 
                             algorithm: str) -> Dict:
        """Replace element with pseudonym."""
        value = self._get_element(resource, path)
        if value:
            pseudonym = self._generate_pseudonym(str(value))
            return self._set_element(resource, path, pseudonym)
        return resource
    
    def _generalize_element(self, resource: Dict, path: str, 
                           rule: Dict) -> Dict:
        """Generalize element (e.g., keep only year of date)."""
        value = self._get_element(resource, path)
        if not value:
            return resource
        
        precision = rule.get('precision', 'year')
        if precision == 'year' and isinstance(value, str):
            # Keep only year
            new_value = value[:4]
            return self._set_element(resource, path, new_value)
        
        return resource
    
    def _pseudonymize_references(self, resource: Dict, path: str) -> Dict:
        """Pseudonymize reference elements."""
        # Implementation would walk the resource and update references
        return resource
    
    def _nlp_scrub(self, resource: Dict, path: str) -> Dict:
        """Use NLP to remove PHI from text."""
        value = self._get_element(resource, path)
        if value and isinstance(value, str):
            # Simple pattern-based scrubbing (real impl would use NLP)
            scrubbed = self._simple_phi_scrub(value)
            return self._set_element(resource, path, scrubbed)
        return resource
    
    def _simple_phi_scrub(self, text: str) -> str:
        """Simple pattern-based PHI removal."""
        # Remove potential names (capitalized words)
        # Remove dates, phone numbers, etc.
        patterns = [
            (r'\b\d{3}[-.]?\d{3}[-.]?\d{4}\b', '[PHONE]'),
            (r'\b[A-Z][a-z]+ [A-Z][a-z]+\b', '[NAME]'),
            (r'\b\d{1,2}/\d{1,2}/\d{2,4}\b', '[DATE]'),
        ]
        
        result = text
        for pattern, replacement in patterns:
            result = re.sub(pattern, replacement, result)
        
        return result
    
    def _remove_if_phi(self, resource: Dict, path: str) -> Dict:
        """Remove element if it appears to contain PHI."""
        value = self._get_element(resource, path)
        if value and self._contains_phi(str(value)):
            return self._remove_element(resource, path)
        return resource
    
    def _contains_phi(self, text: str) -> bool:
        """Check if text appears to contain PHI."""
        # Simple heuristic checks
        phi_patterns = [
            r'\b\d{3}[-.]?\d{2}[-.]?\d{4}\b',  # SSN
            r'\b\d{3}[-.]?\d{3}[-.]?\d{4}\b',  # Phone
        ]
        return any(re.search(p, text) for p in phi_patterns)
    
    def _extract_patient_reference(self, resource: Dict) -> Optional[str]:
        """Extract patient reference from resource."""
        for field in ['subject', 'patient']:
            ref = resource.get(field, {}).get('reference', '')
            if ref.startswith('Patient/'):
                return ref.replace('Patient/', '')
        return None

    DICOM Transformation

    De-identifies DICOM datasets following Supplement 142 profiles with tag-level actions, UID re-hashing, and burned-in annotation detection.


from typing import Dict, List, Tuple, Optional, BinaryIO
from dataclasses import dataclass
from enum import Enum
import hashlib
import hmac

class DICOMAction(Enum):
    REMOVE = "remove"
    REPLACE = "replace"
    PSEUDONYMIZE = "pseudonymize"
    GENERALIZE = "generalize"
    REHASH = "rehash"
    RETAIN = "retain"

@dataclass
class TagRule:
    """Rule for processing a DICOM tag"""
    tag: Tuple[int, int]
    action: DICOMAction
    replacement_value: Optional[str] = None

class DICOMDeidentifier:
    ""
    De-identifies DICOM datasets according to DICOM Supplement 142
    and custom de-identification profiles.
    ""
    
    def __init__(self, policy: Dict, secret_key: str):
        self.policy = policy
        self.secret_key = secret_key.encode()
        self.uid_mapping = {}  # Consistent UID re-hashing
        
        # Parse tag rules from policy
        self.tag_rules = self._parse_tag_rules()
    
    def _parse_tag_rules(self) -> Dict[Tuple[int, int], TagRule]:
        """Parse tag rules from policy configuration."""
        rules = {}
        
        for rule_config in self.policy.get('dicom', {}).get('tags', []):
            tag = self._parse_tag(rule_config['tag'])
            action = DICOMAction(rule_config['action'])
            
            rules[tag] = TagRule(
                tag=tag,
                action=action,
                replacement_value=rule_config.get('value')
            )
        
        return rules
    
    def _parse_tag(self, tag_str: str) -> Tuple[int, int]:
        """Parse DICOM tag string like '(0010,0010)' to tuple."""
        tag_str = tag_str.strip('()')
        group, element = tag_str.split(',')
        return (int(group, 16), int(element, 16))
    
    def deidentify_dataset(self, dataset) -> None:
        ""
        De-identify a DICOM dataset in place.
        Uses pydicom Dataset object.
        ""
        # Get patient ID for consistent processing
        patient_id = str(getattr(dataset, 'PatientID', 'unknown'))
        
        # Apply tag-level rules
        for tag, rule in self.tag_rules.items():
            self._apply_tag_rule(dataset, tag, rule, patient_id)
        
        # Handle private tags
        self._process_private_tags(dataset)
        
        # Handle UIDs
        self._process_uids(dataset)
        
        # Add de-identification method
        self._add_deidentification_method(dataset)
    
    def _apply_tag_rule(self, dataset, tag: Tuple[int, int], 
                       rule: TagRule, patient_id: str):
        """Apply a single tag rule to the dataset."""
        try:
            # Check if tag exists
            if tag not in dataset:
                return
            
            if rule.action == DICOMAction.REMOVE:
                del dataset[tag]
                
            elif rule.action == DICOMAction.REPLACE:
                dataset[tag].value = rule.replacement_value
                
            elif rule.action == DICOMAction.PSEUDONYMIZE:
                original = str(dataset[tag].value)
                pseudonym = self._generate_pseudonym(original, patient_id)
                dataset[tag].value = pseudonym
                
            elif rule.action == DICOMAction.GENERALIZE:
                # For dates, keep only year
                original = str(dataset[tag].value)
                if len(original) >= 4:
                    dataset[tag].value = original[:4] + '0101'
                    
            elif rule.action == DICOMAction.REHASH:
                original = str(dataset[tag].value)
                new_uid = self._rehash_uid(original)
                dataset[tag].value = new_uid
                
        except Exception as e:
            # Log error but continue processing
            print(f"Error processing tag {tag}: {e}")
    
    def _process_private_tags(self, dataset):
        """Remove or process private tags based on policy."""
        private_policy = self.policy.get('dicom', {}).get('private_tags', {})
        action = private_policy.get('action', 'remove_all')
        exceptions = private_policy.get('exceptions', [])
        
        if action == 'remove_all':
            # Find all private tags (odd group numbers)
            private_tags = [
                tag for tag in dataset.keys()
                if tag.group % 2 == 1
            ]
            
            for tag in private_tags:
                # Check exceptions
                tag_str = f"({tag.group:04X},{tag.element:04X})"
                if not any(self._matches_pattern(tag_str, exc) for exc in exceptions):
                    del dataset[tag]
    
    def _process_uids(self, dataset):
        """Re-hash all UI (UID) type elements for consistency."""
        uid_tags = [
            (0x0020, 0x000D),  # Study Instance UID
            (0x0020, 0x000E),  # Series Instance UID
            (0x0008, 0x0018),  # SOP Instance UID
            (0x0008, 0x0016),  # SOP Class UID (usually retain)
        ]
        
        for tag in uid_tags:
            if tag in dataset:
                original_uid = str(dataset[tag].value)
                new_uid = self._rehash_uid(original_uid)
                dataset[tag].value = new_uid
    
    def _generate_pseudonym(self, value: str, patient_id: str) -> str:
        """Generate consistent pseudonym."""
        key_material = f"{patient_id}:{value}"
        h = hmac.new(self.secret_key, key_material.encode(), hashlib.sha256)
        return h.hexdigest()[:16].upper()
    
    def _rehash_uid(self, original_uid: str) -> str:
        ""
        Generate new UID from original using consistent hashing.
        Maintains UID format requirements.
        ""
        if original_uid in self.uid_mapping:
            return self.uid_mapping[original_uid]
        
        # Generate hash
        h = hmac.new(self.secret_key, original_uid.encode(), hashlib.sha256)
        hash_bytes = h.digest()
        
        # Convert to UID format: 2.25.{large integer}
        # This uses the UUID-derived UID format from DICOM
        uid_int = int.from_bytes(hash_bytes[:16], 'big')
        new_uid = f"2.25.{uid_int}"
        
        # Ensure UID doesn't exceed 64 characters
        if len(new_uid) > 64:
            new_uid = new_uid[:64]
        
        self.uid_mapping[original_uid] = new_uid
        return new_uid
    
    def _matches_pattern(self, tag_str: str, pattern: str) -> bool:
        """Check if tag matches pattern (supports xx wildcard)."""
        import re
        pattern = pattern.replace('xx', '[0-9A-Fa-f]{2}')
        return bool(re.match(pattern, tag_str))
    
    def _add_deidentification_method(self, dataset):
        """Add de-identification method code sequence."""
        from pydicom.sequence import Sequence
        from pydicom.dataset import Dataset
        
        # Patient Identity Removed
        dataset.PatientIdentityRemoved = 'YES'
        
        # De-identification Method
        dataset.DeidentificationMethod = 'Custom Profile based on DICOM Supplement 142'
        
        # De-identification Method Code Sequence
        code_seq = Sequence()
        
        code_item = Dataset()
        code_item.CodeValue = '113100'
        code_item.CodingSchemeDesignator = 'DCM'
        code_item.CodeMeaning = 'Basic Application Confidentiality Profile'
        code_seq.append(code_item)
        
        dataset.DeidentificationMethodCodeSequence = code_seq
    
    def process_burned_in_annotations(self, dataset) -> bool:
        ""
        Detect and handle burned-in annotations in pixel data.
        Returns True if annotations were processed.
        ""
        bia_policy = self.policy.get('dicom', {}).get('burned_in_annotation', {})
        
        if not bia_policy.get('detect', False):
            return False
        
        # Check if image likely has burned-in annotations
        # This is a simplified check - real implementation would use
        # machine learning or more sophisticated detection
        
        modality = getattr(dataset, 'Modality', '')
        has_overlay = hasattr(dataset, 'OverlayData')
        
        # Check Burned In Annotation attribute
        burned_in = getattr(dataset, 'BurnedInAnnotation', 'NO')
        
        if burned_in == 'YES' or has_overlay:
            action = bia_policy.get('action', 'blackout')
            
            if action == 'blackout':
                self._blackout_regions(dataset, bia_policy.get('regions', []))
                return True
            elif action == 'reject':
                raise ValueError("Image contains burned-in annotations")
        
        return False
    
    def _blackout_regions(self, dataset, regions: List[Dict]):
        """Black out specified regions in pixel data."""
        try:
            import numpy as np
            
            pixel_array = dataset.pixel_array
            rows, cols = pixel_array.shape[:2]
            
            for region in regions:
                if 'top_percent' in region:
                    height = int(rows * region['top_percent'] / 100)
                    pixel_array[:height, :] = 0
                    
                if 'bottom_percent' in region:
                    height = int(rows * region['bottom_percent'] / 100)
                    pixel_array[-height:, :] = 0
            
            dataset.PixelData = pixel_array.tobytes()
            
        except Exception as e:
            print(f"Error processing pixel data: {e}")
    
    def get_uid_mapping(self) -> Dict[str, str]:
        """Return the UID mapping for cross-referencing."""
        return dict(self.uid_mapping)
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    Asynchronous Invocation

    
    Handle long-running FHIR operations through asynchronous job management and polling, enabling non-blocking execution of time-consuming processes.


    Forces

    
        	
            Network Latency & Reliability
        

    


    Structure

    The Asynchronous Invocation pattern implements job-based processing where long-running operations are submitted as jobs and clients poll for completion status.
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        Asynchronous Invocation Class Diagram
    

    Components

    
        	
            AsyncInvoker
            Main interface for submitting and monitoring asynchronous operations
        

        	
            Job
            Represents a long-running operation with status tracking and progress information
        

        	
            JobQueue
            Manages queuing and prioritization of pending jobs
        

        	
            JobExecutor
            Executes jobs and updates progress information
        

        	
            JobStore
            Persists job state and provides job lookup capabilities
        

    


    Behavior

    FHIR Bulk Export Example

    The following diagram shows the asynchronous flow for bulk data export:
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        Async Invocation Flow
    


    Implementation

    Job Management

    Core job management system with status tracking, progress updates, and lifecycle management for long-running asynchronous operations.


from dataclasses import dataclass, field
from enum import Enum
from typing import Dict, Any, Optional, List
from datetime import datetime, timedelta
import asyncio
import json
import uuid

class JobStatus(Enum):
    SUBMITTED = "submitted"
    QUEUED = "queued"
    IN_PROGRESS = "in_progress"
    COMPLETED = "completed"
    FAILED = "failed"
    CANCELLED = "cancelled"

@dataclass
class ProgressInfo:
    current_step: str
    total_steps: int
    completed_steps: int
    percentage: float
    estimated_remaining: Optional[timedelta] = None
    details: Dict[str, Any] = field(default_factory=dict)

@dataclass
class Job:
    id: str
    operation_type: str
    parameters: Dict[str, Any]
    submitter_id: str
    status: JobStatus
    submitted_at: datetime
    started_at: Optional[datetime] = None
    completed_at: Optional[datetime] = None
    progress: ProgressInfo = field(default_factory=lambda: ProgressInfo("", 1, 0, 0.0))
    result: Optional[Dict[str, Any]] = None
    error_details: Optional[str] = None
    estimated_completion: Optional[datetime] = None
    priority: int = 5  # 1=highest, 10=lowest

class AsyncInvoker:
    def __init__(self, job_store, job_queue, executor_pool):
        self.job_store = job_store
        self.job_queue = job_queue
        self.executor_pool = executor_pool
        self.running = False
        
    async def start(self):
        """Start the async job processing system"""
        self.running = True
        # Start job processor tasks
        for i in range(self.executor_pool.size):
            asyncio.create_task(self._process_jobs())
            
    async def submit_job(self, operation_type: str, parameters: Dict[str, Any], 
                        submitter_id: str, priority: int = 5) -> str:
        """Submit new asynchronous job"""
        
        job = Job(
            id=str(uuid.uuid4()),
            operation_type=operation_type,
            parameters=parameters,
            submitter_id=submitter_id,
            status=JobStatus.SUBMITTED,
            submitted_at=datetime.utcnow(),
            priority=priority
        )
        
        # Estimate completion time based on operation type
        job.estimated_completion = self._estimate_completion(job)
        
        # Store job
        await self.job_store.save(job)
        
        # Queue for processing
        await self.job_queue.enqueue(job)
        
        return job.id
        
    async def get_job_status(self, job_id: str) -> Optional[Job]:
        """Get current job status and progress"""
        return await self.job_store.find_by_id(job_id)
        
    async def cancel_job(self, job_id: str, requester_id: str) -> bool:
        """Cancel pending or running job"""
        
        job = await self.job_store.find_by_id(job_id)
        if not job:
            return False
            
        # Check authorization
        if job.submitter_id != requester_id:
            raise UnauthorizedError("Cannot cancel job submitted by another user")
            
        # Can only cancel submitted, queued, or in-progress jobs
        if job.status in [JobStatus.SUBMITTED, JobStatus.QUEUED, JobStatus.IN_PROGRESS]:
            job.status = JobStatus.CANCELLED
            job.completed_at = datetime.utcnow()
            await self.job_store.save(job)
            return True
            
        return False
        
    async def _process_jobs(self):
        """Background job processing loop"""
        
        while self.running:
            try:
                # Get next job from queue
                job = await self.job_queue.dequeue()
                if not job:
                    await asyncio.sleep(1)
                    continue
                    
                # Update status
                job.status = JobStatus.IN_PROGRESS
                job.started_at = datetime.utcnow()
                await self.job_store.save(job)
                
                # Execute job
                await self._execute_job(job)
                
            except Exception as e:
                if job:
                    await self._handle_job_error(job, e)
                    
    async def _execute_job(self, job: Job):
        """Execute specific job based on operation type"""
        
        try:
            if job.operation_type == "bulk_export":
                result = await self._execute_bulk_export(job)
            elif job.operation_type == "validation":
                result = await self._execute_validation(job)
            elif job.operation_type == "batch_operation":
                result = await self._execute_batch_operation(job)
            else:
                raise ValueError(f"Unknown operation type: {job.operation_type}")
                
            # Job completed successfully
            job.status = JobStatus.COMPLETED
            job.result = result
            job.completed_at = datetime.utcnow()
            job.progress.percentage = 100.0
            job.progress.current_step = "Completed"
            
        except Exception as e:
            # Job failed
            job.status = JobStatus.FAILED
            job.error_details = str(e)
            job.completed_at = datetime.utcnow()
            
        finally:
            await self.job_store.save(job)
            
    async def _execute_bulk_export(self, job: Job) -> Dict[str, Any]:
        """Execute FHIR bulk export operation"""
        
        # Update progress
        await self._update_progress(job, "Authenticating", 0, 10.0)
        
        # Get authentication token
        auth_token = await self._get_system_token(job.parameters['fhir_server'])
        
        await self._update_progress(job, "Starting export", 1, 20.0)
        
        # Initiate export
        export_url = await self._start_fhir_export(
            job.parameters['fhir_server'],
            job.parameters['export_type'],
            job.parameters.get('resource_types', []),
            auth_token
        )
        
        await self._update_progress(job, "Monitoring export", 2, 30.0)
        
        # Poll for completion
        manifest = await self._monitor_fhir_export(job, export_url, auth_token)
        
        await self._update_progress(job, "Processing data", 8, 90.0)
        
        # Process exported files
        processed_urls = await self._process_export_files(job, manifest, auth_token)
        
        return {
            "export_manifest": manifest,
            "processed_files": processed_urls,
            "completion_time": datetime.utcnow().isoformat()
        }
        
    async def _update_progress(self, job: Job, step: str, completed: int, percentage: float):
        """Update job progress information"""
        
        job.progress.current_step = step
        job.progress.completed_steps = completed
        job.progress.percentage = percentage
        
        # Estimate remaining time
        if job.started_at and percentage > 0:
            elapsed = datetime.utcnow() - job.started_at
            total_estimated = elapsed * (100.0 / percentage)
            remaining = total_estimated - elapsed
            job.progress.estimated_remaining = remaining
            
        await self.job_store.save(job)

class JobQueue:
    def __init__(self):
        self.pending_jobs = asyncio.PriorityQueue()
        self.job_lookup = {}
        
    async def enqueue(self, job: Job):
        """Add job to queue with priority ordering"""
        
        # Use priority and submission time for ordering
        priority_score = (job.priority, job.submitted_at.timestamp())
        await self.pending_jobs.put((priority_score, job.id))
        
        job.status = JobStatus.QUEUED
        
    async def dequeue(self) -> Optional[Job]:
        """Get next job from queue"""
        
        try:
            priority_score, job_id = await asyncio.wait_for(
                self.pending_jobs.get(), timeout=1.0
            )
            return await self._get_job_by_id(job_id)
        except asyncio.TimeoutError:
            return None
            
    async def _get_job_by_id(self, job_id: str) -> Job:
        # Implementation depends on job store
        pass

class JobStore:
    def __init__(self):
        self.jobs: Dict[str, Job] = {}
        
    async def save(self, job: Job):
        """Persist job state"""
        self.jobs[job.id] = job
        
    async def find_by_id(self, job_id: str) -> Optional[Job]:
        """Find job by ID"""
        return self.jobs.get(job_id)
        
    async def find_by_status(self, status: JobStatus) -> List[Job]:
        """Find jobs with specific status"""
        return [job for job in self.jobs.values() if job.status == status]
        
    async def find_by_submitter(self, submitter_id: str) -> List[Job]:
        """Find jobs submitted by specific user"""
        return [job for job in self.jobs.values() if job.submitter_id == submitter_id]

    REST API Implementation

    RESTful endpoints for job submission, status polling, and result retrieval following FHIR async patterns with proper HTTP status codes.


from fastapi import FastAPI, HTTPException, BackgroundTasks
from pydantic import BaseModel
from typing import Optional

app = FastAPI()

class JobSubmission(BaseModel):
    operation_type: str
    parameters: Dict[str, Any]
    priority: Optional[int] = 5

class JobResponse(BaseModel):
    job_id: str
    status: str
    submitted_at: str
    estimated_completion: Optional[str] = None

@app.post("/jobs", status_code=202)
async def submit_job(job_request: JobSubmission, submitter_id: str) -> JobResponse:
    """Submit asynchronous job"""
    
    job_id = await async_invoker.submit_job(
        operation_type=job_request.operation_type,
        parameters=job_request.parameters,
        submitter_id=submitter_id,
        priority=job_request.priority
    )
    
    job = await async_invoker.get_job_status(job_id)
    
    response_headers = {
        "Content-Location": f"/jobs/{job_id}",
        "Retry-After": "30"
    }
    
    return JobResponse(
        job_id=job.id,
        status=job.status.value,
        submitted_at=job.submitted_at.isoformat(),
        estimated_completion=job.estimated_completion.isoformat() if job.estimated_completion else None
    ), response_headers

@app.get("/jobs/{job_id}")
async def get_job_status(job_id: str):
    """Get job status and progress"""
    
    job = await async_invoker.get_job_status(job_id)
    
    if not job:
        raise HTTPException(status_code=404, detail="Job not found")
        
    if job.status == JobStatus.COMPLETED:
        return {
            "job_id": job.id,
            "status": job.status.value,
            "result": job.result,
            "completed_at": job.completed_at.isoformat()
        }
    elif job.status == JobStatus.FAILED:
        return {
            "job_id": job.id,
            "status": job.status.value,
            "error": job.error_details,
            "failed_at": job.completed_at.isoformat()
        }
    else:
        # Still in progress
        response = {
            "job_id": job.id,
            "status": job.status.value,
            "progress": {
                "current_step": job.progress.current_step,
                "percentage": job.progress.percentage,
                "estimated_remaining": job.progress.estimated_remaining.total_seconds() if job.progress.estimated_remaining else None
            }
        }
        
        # Return 202 for in-progress jobs
        return response, 202

@app.delete("/jobs/{job_id}")
async def cancel_job(job_id: str, requester_id: str):
    """Cancel running job"""
    
    success = await async_invoker.cancel_job(job_id, requester_id)
    
    if success:
        return {"message": "Job cancelled successfully"}
    else:
        raise HTTPException(status_code=400, detail="Cannot cancel job")

    Error Handling and Retry Logic

    Implements exponential backoff, retry policies, and error categorization for resilient handling of transient and permanent failures.


class RetryableJobExecutor:
    def __init__(self, max_retries=3, base_delay=60):
        self.max_retries = max_retries
        self.base_delay = base_delay
        
    async def execute_with_retry(self, job: Job):
        """Execute job with retry logic"""
        
        for attempt in range(self.max_retries + 1):
            try:
                return await self._execute_job(job)
                
            except RetryableError as e:
                if attempt < self.max_retries:
                    # Exponential backoff
                    delay = self.base_delay * (2 ** attempt)
                    
                    await self._update_job_retry_info(job, attempt + 1, delay)
                    await asyncio.sleep(delay)
                    continue
                else:
                    # Max retries exceeded
                    raise JobExecutionError(f"Job failed after {self.max_retries} retries: {e}")
                    
            except NonRetryableError as e:
                # Don't retry for certain types of errors
                raise JobExecutionError(f"Job failed with non-retryable error: {e}")
                
    async def _update_job_retry_info(self, job: Job, attempt: int, delay: int):
        """Update job with retry information"""
        
        job.progress.details['retry_attempt'] = attempt
        job.progress.details['next_retry_in'] = delay
        job.progress.current_step = f"Retrying (attempt {attempt})"
        
        await self.job_store.save(job)
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    Imaging Patterns

    
    Imaging patterns focus on medical imaging integration and visualization within FHIR-based healthcare systems.


    Key Challenges

    Imaging patterns solve critical integration challenges:


    
        	FHIR-DICOM integration through standardized web APIs

        	Interactive image viewing with simplified launching mechanisms

        	Real-time context synchronization across multiple applications

        	Workflow coordination between clinical and imaging systems

    


    Patterns in this Category

    
    
        Imaging Bridge

        Connect FHIR-based clinical systems with DICOM imaging systems through standardized web APIs, enabling seamless integration between clinical metadata and imaging data.

        Key Forces:

        
            	Metadata vs Payload (Imaging)

            	Interactive Viewing & Context Sync

        

    

    
        IID Facade

        Provide simplified, URL-based launching of imaging viewers with patient and study context, enabling seamless integration between clinical applications and imaging viewers.

        Key Forces:

        
            	Interactive Viewing & Context Sync

            	Metadata vs Payload (Imaging)

        

    

    
        Event Observer

        Enable real-time synchronization of clinical context across applications through FHIR subscriptions and FHIRcast, allowing multiple healthcare applications to coordinate their views and workflows.

        Key Forces:

        
            	Interactive Viewing & Context Sync

            	Metadata vs Payload (Imaging)

        

    



    Imaging Bridge

    
    Connect FHIR-based clinical systems with DICOM imaging systems through standardized web APIs, enabling seamless integration between clinical metadata and imaging data.


    Forces

    
        	
            Metadata vs Payload (Imaging)
        

        	
            Interactive Viewing & Context Sync
        

    


    Structure

    The Imaging Bridge pattern provides a unified interface that maps between FHIR ImagingStudy resources and DICOMweb endpoints for actual image data retrieval.
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        Imaging Bridge Architecture
    

    Components

    
        	
            ImagingBridge
            Main coordination component for FHIR-DICOM integration
        

        	
            FHIRClient
            Retrieves ImagingStudy resources and clinical metadata
        

        	
            DICOMwebClient
            Interacts with PACS/VNA via WADO-RS, QIDO-RS, STOW-RS
        

        	
            AuthMapper
            Maps authentication between FHIR and DICOM contexts
        

        	
            ImageCache
            Caches frequently accessed images and thumbnails
        

    


    Behavior

    EMR Image Display Workflow

    The following sequence shows how an EMR retrieves and displays images through the bridge:



    Key Integration Points

    
        	Study Discovery Query FHIR for available ImagingStudy resources

        	Endpoint Resolution Extract DICOMweb endpoints from ImagingStudy.endpoint

        	Authentication Mapping Convert FHIR auth context to DICOM auth

        	Image Retrieval Use WADO-RS to retrieve images and metadata

        	Unified Presentation Present combined FHIR + DICOM data to user

    


    Implementation

    ImagingStudy Resource Structure

    Example FHIR ImagingStudy resource showing the relationship between FHIR metadata and DICOMweb endpoints for image retrieval.


{
  "resourceType": "ImagingStudy",
  "id": "example-ct-chest",
  "identifier": [{
    "type": {
      "coding": [{
        "system": "http://dicom.nema.org/resources/ontology/DCM",
        "code": "110180",
        "display": "Study Instance UID"
      }]
    },
    "value": "1.2.840.113619.2.5.1762583153.215519.978957063.78"
  }],
  "status": "available",
  "subject": {
    "reference": "Patient/example"
  },
  "started": "2023-12-01T09:00:00Z",
  "endpoint": [{
    "reference": "Endpoint/dicomweb-pacs-1"
  }],
  "numberOfSeries": 1,
  "numberOfInstances": 64,
  "series": [{
    "uid": "1.2.840.113619.2.5.1762583153.215519.978957063.78.1",
    "number": 1,
    "modality": {
      "system": "http://dicom.nema.org/resources/ontology/DCM",
      "code": "CT"
    },
    "description": "Chest CT with contrast",
    "numberOfInstances": 64,
    "endpoint": [{
      "reference": "Endpoint/dicomweb-pacs-1"
    }],
    "bodySite": {
      "system": "http://snomed.info/sct",
      "code": "51185008",
      "display": "Thoracic structure"
    }
  }]
}

    Endpoint Configuration

    Configuration for DICOMweb endpoints (WADO-RS, QIDO-RS, STOW-RS) including authentication settings and connection parameters.


{
  "resourceType": "Endpoint",
  "id": "dicomweb-pacs-1", 
  "status": "active",
  "connectionType": {
    "system": "http://terminology.hl7.org/CodeSystem/endpoint-connection-type",
    "code": "dicom-wado-rs"
  },
  "name": "Hospital PACS DICOMweb Service",
  "managingOrganization": {
    "reference": "Organization/hospital"
  },
  "payloadType": [{
    "coding": [{
      "system": "http://terminology.hl7.org/CodeSystem/endpoint-payload-type",
      "code": "DICOM"
    }]
  }],
  "payloadMimeType": [
    "application/dicom",
    "image/jpeg",
    "image/png"
  ],
  "address": "https://pacs.hospital.org/dicomweb",
  "header": [
    "Authorization: Bearer {token}"
  ]
}

    Bridge Implementation

    Core bridge implementation that coordinates between FHIR servers and DICOMweb endpoints with study/series/instance resolution.


class ImagingBridge:
    def __init__(self, fhir_client, dicomweb_client, auth_mapper):
        self.fhir_client = fhir_client
        self.dicomweb_client = dicomweb_client  
        self.auth_mapper = auth_mapper
        
    async def get_patient_studies(self, patient_id, auth_context):
        """Retrieve imaging studies for patient with unified metadata"""
        
        # Query FHIR for ImagingStudy resources
        studies = await self.fhir_client.search(
            'ImagingStudy',
            {'patient': patient_id, 'status': 'available'}
        )
        
        # Enrich with DICOMweb metadata if requested
        enriched_studies = []
        for study in studies:
            enriched_study = await self._enrich_study_metadata(study, auth_context)
            enriched_studies.append(enriched_study)
            
        return enriched_studies
    
    async def _enrich_study_metadata(self, imaging_study, auth_context):
        """Enrich FHIR study with additional DICOM metadata"""
        
        # Get DICOMweb endpoint
        endpoint = await self._resolve_endpoint(imaging_study.endpoint[0])
        
        # Convert FHIR auth to DICOM auth
        dicom_auth = self.auth_mapper.map_auth_context(auth_context, endpoint)
        
        # Query DICOM metadata via QIDO-RS
        study_uid = self._extract_study_uid(imaging_study)
        dicom_metadata = await self.dicomweb_client.qido_search_studies(
            endpoint.address, study_uid, dicom_auth
        )
        
        # Merge metadata
        return self._merge_fhir_dicom_metadata(imaging_study, dicom_metadata)
    
    async def get_image_data(self, study_uid, series_uid, instance_uid, 
                           accept_type="image/jpeg", auth_context=None):
        """Retrieve image data via WADO-RS"""
        
        # Find appropriate endpoint
        endpoint = await self._find_endpoint_for_study(study_uid)
        
        # Map authentication
        dicom_auth = self.auth_mapper.map_auth_context(auth_context, endpoint)
        
        # Retrieve image via WADO-RS
        image_data = await self.dicomweb_client.wado_retrieve_instance(
            endpoint.address, study_uid, series_uid, instance_uid,
            accept_type, dicom_auth
        )
        
        return image_data

    Authentication Mapping

    Maps authentication contexts between FHIR (OAuth2/SMART) and DICOM systems (certificates, tokens, session cookies).


class AuthenticationMapper:
    def __init__(self):
        self.mapping_rules = {
            'smart-on-fhir': self._map_smart_to_dicom,
            'basic-auth': self._map_basic_auth,
            'mutual-tls': self._map_mtls
        }
    
    def map_auth_context(self, fhir_auth_context, dicom_endpoint):
        """Map FHIR auth context to DICOMweb authentication"""
        
        auth_type = self._detect_auth_type(dicom_endpoint)
        mapper = self.mapping_rules.get(auth_type)
        
        if mapper:
            return mapper(fhir_auth_context, dicom_endpoint)
        else:
            raise ValueError(f"Unsupported auth type: {auth_type}")
    
    def _map_smart_to_dicom(self, fhir_context, endpoint):
        """Map SMART on FHIR token to DICOM bearer token"""
        
        # Extract access token from FHIR context
        access_token = fhir_context.access_token
        
        # Map to DICOMweb authorization header
        return {
            'Authorization': f'Bearer {access_token}',
            'Accept': 'application/dicom+json'
        }
    
    def _map_basic_auth(self, fhir_context, endpoint):
        """Map to basic authentication"""
        
        # Extract credentials from endpoint configuration
        username = endpoint.extension.get('dicom-username')
        password = endpoint.extension.get('dicom-password')
        
        if username and password:
            credentials = base64.b64encode(f"{username}:{password}".encode()).decode()
            return {
                'Authorization': f'Basic {credentials}'
            }

    Image Caching Strategy

    Implements caching for DICOM images and metadata with LRU eviction, prefetching, and memory management for performance optimization.


class ImageCache:
    def __init__(self, cache_backend, ttl_seconds=3600):
        self.cache = cache_backend
        self.ttl = ttl_seconds
    
    async def get_cached_image(self, study_uid, series_uid, instance_uid, accept_type):
        """Retrieve image from cache if available"""
        
        cache_key = self._generate_cache_key(study_uid, series_uid, instance_uid, accept_type)
        
        cached_data = await self.cache.get(cache_key)
        if cached_data:
            return cached_data
        
        return None
    
    async def cache_image(self, study_uid, series_uid, instance_uid, accept_type, image_data):
        """Store image in cache"""
        
        cache_key = self._generate_cache_key(study_uid, series_uid, instance_uid, accept_type)
        
        await self.cache.set(cache_key, image_data, ttl=self.ttl)
    
    def _generate_cache_key(self, study_uid, series_uid, instance_uid, accept_type):
        """Generate unique cache key for image"""
        return f"img:{study_uid}:{series_uid}:{instance_uid}:{accept_type}"
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    IID Facade

    
    Provide simplified, URL-based launching of imaging viewers with patient and study context, enabling seamless integration between clinical applications and imaging viewers.


    Forces

    
        	
            Interactive Viewing & Context Sync
        

        	
            Metadata vs Payload (Imaging)
        

    


    Structure

    The IID Facade pattern implements the IHE Invoke Image Display profile, providing a simple URL-based interface for launching imaging viewers with clinical context.


    
        [image: IID Facade Architecture]
        IID Facade Architecture
    

    Components

    
        	
            IIDFacade
            Main interface for constructing viewer launch URLs
        

        	
            ContextBuilder
            Builds context parameters from FHIR resources
        

        	
            ViewerRegistry
            Manages available viewer configurations
        

        	
            URLGenerator
            Generates properly formatted launch URLs
        

        	
            AuthTokenProvider
            Provides authentication tokens for viewer access
        

    


    Behavior

    Viewer Launch Flow

    The following sequence shows how an EMR launches an imaging viewer with context:
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        IID Facade Sequence
    

    Launch Steps

    
        	Build Context Extract patient, study, and user information

        	Select Viewer Choose appropriate viewer based on requirements

        	Generate URL Construct IID-compliant launch URL

        	Add Authentication Include access token or session reference

        	Launch Viewer Open viewer in new window or embedded frame

    


    Implementation

    IID URL Construction

    Builds IHE Invoke Image Display compliant URLs for launching DICOM viewers with study, series, and instance context parameters.


from typing import Dict, List, Optional
from urllib.parse import urlencode, urljoin
from dataclasses import dataclass

@dataclass
class ViewerConfig:
    """Configuration for an IID-compliant viewer"""
    name: str
    base_url: str
    url_template: str
    supported_params: List[str]
    requires_auth: bool = True
    auth_method: str = "token"  # token, saml, basic

class IIDURLBuilder:
    ""
    Builds IHE Invoke Image Display (IID) compliant URLs
    for launching DICOM viewers from FHIR context.
    ""
    
    # Standard IID parameters
    STANDARD_PARAMS = {
        'requestType': 'Request type (STUDY, SERIES, INSTANCE)',
        'studyUID': 'Study Instance UID',
        'seriesUID': 'Series Instance UID', 
        'objectUID': 'SOP Instance UID',
        'patientID': 'Patient ID',
        'accessionNumber': 'Accession Number',
        'wadoRsEndpoint': 'WADO-RS base URL',
        'contentType': 'Preferred content type',
    }
    
    def __init__(self, viewer_config: ViewerConfig):
        self.config = viewer_config
    
    def build_study_url(self, 
                       study_uid: str,
                       wado_endpoint: str = None,
                       patient_id: str = None,
                       additional_params: Dict = None) -> str:
        ""
        Build URL to view an entire study.
        ""
        params = {
            'requestType': 'STUDY',
            'studyUID': study_uid
        }
        
        if wado_endpoint:
            params['wadoRsEndpoint'] = wado_endpoint
        
        if patient_id:
            params['patientID'] = patient_id
        
        if additional_params:
            params.update(additional_params)
        
        return self._build_url(params)
    
    def build_series_url(self,
                        study_uid: str,
                        series_uid: str,
                        wado_endpoint: str = None,
                        additional_params: Dict = None) -> str:
        ""
        Build URL to view a specific series.
        ""
        params = {
            'requestType': 'SERIES',
            'studyUID': study_uid,
            'seriesUID': series_uid
        }
        
        if wado_endpoint:
            params['wadoRsEndpoint'] = wado_endpoint
        
        if additional_params:
            params.update(additional_params)
        
        return self._build_url(params)
    
    def build_instance_url(self,
                          study_uid: str,
                          series_uid: str,
                          instance_uid: str,
                          wado_endpoint: str = None,
                          additional_params: Dict = None) -> str:
        ""
        Build URL to view a specific instance.
        ""
        params = {
            'requestType': 'INSTANCE',
            'studyUID': study_uid,
            'seriesUID': series_uid,
            'objectUID': instance_uid
        }
        
        if wado_endpoint:
            params['wadoRsEndpoint'] = wado_endpoint
        
        if additional_params:
            params.update(additional_params)
        
        return self._build_url(params)
    
    def build_url_from_context(self, context: Dict) -> str:
        ""
        Build URL from viewer context dictionary.
        Automatically determines request type.
        ""
        params = {'requestType': self._determine_request_type(context)}
        
        # Add all provided context as params
        param_mapping = {
            'study_uid': 'studyUID',
            'series_uid': 'seriesUID',
            'instance_uid': 'objectUID',
            'patient_id': 'patientID',
            'accession_number': 'accessionNumber',
            'wado_endpoint': 'wadoRsEndpoint'
        }
        
        for context_key, param_key in param_mapping.items():
            if context_key in context and context[context_key]:
                params[param_key] = context[context_key]
        
        return self._build_url(params)
    
    def _determine_request_type(self, context: Dict) -> str:
        """Determine request type based on context."""
        if context.get('instance_uid'):
            return 'INSTANCE'
        elif context.get('series_uid'):
            return 'SERIES'
        else:
            return 'STUDY'
    
    def _build_url(self, params: Dict) -> str:
        """Build final URL with parameters."""
        # Filter to supported params
        filtered_params = {
            k: v for k, v in params.items()
            if k in self.config.supported_params or k in self.STANDARD_PARAMS
        }
        
        # Use template if provided, otherwise append query params
        if self.config.url_template:
            url = self.config.url_template.format(**filtered_params)
            # Add remaining params as query string
            remaining = {k: v for k, v in filtered_params.items() 
                        if f'{{{k}}}' not in self.config.url_template}
            if remaining:
                url = f"{url}?{urlencode(remaining)}"
            return url
        else:
            query_string = urlencode(filtered_params)
            return f"{self.config.base_url}?{query_string}"
    
    def add_authentication(self, url: str, token: str = None,
                          assertion: str = None) -> str:
        ""
        Add authentication parameters to URL.
        ""
        if not self.config.requires_auth:
            return url
        
        separator = '&' if '?' in url else '?'
        
        if self.config.auth_method == 'token' and token:
            return f"{url}{separator}access_token={token}"
        
        elif self.config.auth_method == 'saml' and assertion:
            # SAML assertions typically go in POST body or header
            # URL parameter approach for simple cases
            import base64
            encoded = base64.urlsafe_b64encode(assertion.encode()).decode()
            return f"{url}{separator}SAMLResponse={encoded}"
        
        return url


# Example viewer configurations
VIEWER_CONFIGS = {
    'ohif': ViewerConfig(
        name='OHIF Viewer',
        base_url='https://viewer.example.org/viewer',
        url_template='https://viewer.example.org/viewer/{studyUID}',
        supported_params=['studyUID', 'seriesUID', 'wadoRsEndpoint'],
        requires_auth=True,
        auth_method='token'
    ),
    'osirix': ViewerConfig(
        name='OsiriX',
        base_url='osirix://open',
        url_template='osirix://open?studyUID={studyUID}',
        supported_params=['studyUID', 'seriesUID', 'objectUID', 'wadoRsEndpoint'],
        requires_auth=False
    ),
    'horos': ViewerConfig(
        name='Horos',
        base_url='horos://open',
        url_template='horos://open?studyUID={studyUID}',
        supported_params=['studyUID', 'wadoRsEndpoint'],
        requires_auth=False
    ),
    'weasis': ViewerConfig(
        name='Weasis',
        base_url='weasis://',
        url_template='weasis://$dicom:rs --url "{wadoRsEndpoint}" -r "studyUID={studyUID}"',
        supported_params=['studyUID', 'seriesUID', 'objectUID', 'wadoRsEndpoint'],
        requires_auth=True,
        auth_method='token'
    )
}


# Usage example
if __name__ == "__main__":
    # Create builder for OHIF viewer
    builder = IIDURLBuilder(VIEWER_CONFIGS['ohif'])
    
    # Build study URL
    url = builder.build_study_url(
        study_uid='1.2.840.113619.2.55.3.123456789',
        wado_endpoint='https://pacs.example.org/dicom-web',
        patient_id='12345'
    )
    
    print(f"Study URL: {url}")
    
    # Build with authentication
    auth_url = builder.add_authentication(url, token='eyJhbGciOiJSUzI1NiIs...')
    print(f"Authenticated URL: {auth_url}")

    Context Mapping

    Maps FHIR ImagingStudy resources to IID URL parameters, extracting study UIDs, patient references, and accession numbers.


from typing import Dict, List, Optional, Any
from dataclasses import dataclass

@dataclass
class ViewerContext:
    """Context for IID viewer launch"""
    patient_id: str
    study_uid: str
    series_uid: Optional[str] = None
    instance_uid: Optional[str] = None
    accession_number: Optional[str] = None
    
class IIDContextMapper:
    ""
    Maps FHIR ImagingStudy context to IID URL parameters.
    Handles context extraction and parameter building.
    ""
    
    def __init__(self, fhir_client):
        self.fhir_client = fhir_client
    
    def extract_context_from_imaging_study(self, 
                                          imaging_study: Dict) -> ViewerContext:
        ""
        Extract viewer context from FHIR ImagingStudy resource.
        ""
        # Extract patient reference
        patient_ref = imaging_study.get('subject', {}).get('reference', '')
        patient_id = patient_ref.replace('Patient/', '')
        
        # Extract study UID from identifier
        study_uid = None
        for identifier in imaging_study.get('identifier', []):
            if identifier.get('system') == 'urn:dicom:uid':
                study_uid = identifier.get('value', '').replace('urn:oid:', '')
                break
        
        # Fallback to id if no DICOM UID found
        if not study_uid:
            study_uid = imaging_study.get('id')
        
        # Extract accession number
        accession = None
        for identifier in imaging_study.get('identifier', []):
            system = identifier.get('system', '')
            if 'accession' in system.lower():
                accession = identifier.get('value')
                break
        
        return ViewerContext(
            patient_id=patient_id,
            study_uid=study_uid,
            accession_number=accession
        )
    
    def extract_context_from_series(self, 
                                   imaging_study: Dict,
                                   series_uid: str) -> ViewerContext:
        ""
        Extract viewer context for a specific series.
        ""
        context = self.extract_context_from_imaging_study(imaging_study)
        
        # Find series in study
        for series in imaging_study.get('series', []):
            if series.get('uid') == series_uid:
                context.series_uid = series_uid
                break
        
        return context
    
    def extract_context_from_instance(self,
                                     imaging_study: Dict,
                                     instance_uid: str) -> ViewerContext:
        ""
        Extract viewer context for a specific instance.
        ""
        context = self.extract_context_from_imaging_study(imaging_study)
        
        # Find instance in study/series
        for series in imaging_study.get('series', []):
            for instance in series.get('instance', []):
                if instance.get('uid') == instance_uid:
                    context.series_uid = series.get('uid')
                    context.instance_uid = instance_uid
                    break
        
        return context
    
    async def resolve_context_from_reference(self, 
                                            reference: str) -> ViewerContext:
        ""
        Resolve viewer context from a FHIR reference.
        Handles ImagingStudy, DiagnosticReport, etc.
        ""
        resource_type, resource_id = reference.split('/')
        
        if resource_type == 'ImagingStudy':
            imaging_study = await self.fhir_client.read('ImagingStudy', resource_id)
            return self.extract_context_from_imaging_study(imaging_study)
        
        elif resource_type == 'DiagnosticReport':
            report = await self.fhir_client.read('DiagnosticReport', resource_id)
            # Find associated ImagingStudy
            for media in report.get('media', []):
                link = media.get('link', {}).get('reference', '')
                if link.startswith('ImagingStudy/'):
                    return await self.resolve_context_from_reference(link)
        
        raise ValueError(f"Cannot extract imaging context from {resource_type}")
    
    def build_iid_params(self, context: ViewerContext,
                        include_optional: bool = True) -> Dict[str, str]:
        ""
        Build IID URL parameters from viewer context.
        ""
        params = {}
        
        # Required parameters
        if context.study_uid:
            params['studyUID'] = context.study_uid
        
        # Optional parameters
        if include_optional:
            if context.patient_id:
                params['patientID'] = context.patient_id
            
            if context.series_uid:
                params['seriesUID'] = context.series_uid
            
            if context.instance_uid:
                params['objectUID'] = context.instance_uid
            
            if context.accession_number:
                params['accessionNumber'] = context.accession_number
        
        return params
    
    def map_fhir_to_dicom_identifier(self, 
                                    fhir_identifier: Dict) -> Optional[str]:
        ""
        Map FHIR identifier to DICOM UID format.
        ""
        system = fhir_identifier.get('system', '')
        value = fhir_identifier.get('value', '')
        
        # Handle urn:dicom:uid format
        if system == 'urn:dicom:uid':
            return value.replace('urn:oid:', '')
        
        # Handle urn:oid format
        if value.startswith('urn:oid:'):
            return value.replace('urn:oid:', '')
        
        # Handle plain OID
        if self._is_valid_uid(value):
            return value
        
        return None
    
    def _is_valid_uid(self, value: str) -> bool:
        """Check if value is a valid DICOM UID."""
        if not value:
            return False
        
        # UID contains only digits and dots
        if not all(c.isdigit() or c == '.' for c in value):
            return False
        
        # UID doesn't start or end with dot
        if value.startswith('.') or value.endswith('.'):
            return False
        
        # UID is max 64 characters
        if len(value) > 64:
            return False
        
        return True

    Viewer Integration

    Client-side JavaScript for launching DICOM viewers from web applications with support for embedded, popup, and protocol-based viewing.


/**
 * IID Facade - Viewer Integration Module
 * 
 * Client-side JavaScript for integrating DICOM viewers with FHIR-based
 * applications using IHE Invoke Image Display (IID) profile.
 */

class IIDViewerIntegration {
    constructor(config) {
        this.config = {
            defaultViewer: 'ohif',
            wadoRsEndpoint: null,
            authTokenProvider: null,
            onViewerLaunch: null,
            onError: null,
            ...config
        };
        
        this.viewers = {
            ohif: {
                name: 'OHIF Viewer',
                urlTemplate: (params) => 
                    `${this.config.ohifBaseUrl}/viewer/${params.studyUID}`,
                supportsEmbedded: true,
                supportsNewWindow: true
            },
            osirix: {
                name: 'OsiriX',
                urlTemplate: (params) => 
                    osirix://open?studyUID=${params.studyUID}`,
                supportsEmbedded: false,
                supportsNewWindow: true
            },
            weasis: {
                name: 'Weasis',
                urlTemplate: (params) => 
                    weasis://$dicom:rs --url "${params.wadoRsEndpoint}" ` +
                    `-r "studyUID=${params.studyUID}"`,
                supportsEmbedded: false,
                supportsNewWindow: true
            }
        };
    }
    
    /**
     * Launch viewer for a FHIR ImagingStudy resource
     */
    async launchFromImagingStudy(imagingStudy, options = {}) {
        const context = this.extractContext(imagingStudy);
        return this.launchViewer(context, options);
    }
    
    /**
     * Launch viewer for a specific study UID
     */
    async launchStudy(studyUID, options = {}) {
        const context = {
            studyUID,
            requestType: 'STUDY'
        };
        return this.launchViewer(context, options);
    }
    
    /**
     * Launch viewer for a specific series
     */
    async launchSeries(studyUID, seriesUID, options = {}) {
        const context = {
            studyUID,
            seriesUID,
            requestType: 'SERIES'
        };
        return this.launchViewer(context, options);
    }
    
    /**
     * Launch viewer for a specific instance
     */
    async launchInstance(studyUID, seriesUID, instanceUID, options = {}) {
        const context = {
            studyUID,
            seriesUID,
            objectUID: instanceUID,
            requestType: 'INSTANCE'
        };
        return this.launchViewer(context, options);
    }
    
    /**
     * Extract viewer context from FHIR ImagingStudy
     */
    extractContext(imagingStudy) {
        const context = {
            requestType: 'STUDY'
        };
        
        // Extract study UID from identifiers
        const identifiers = imagingStudy.identifier || [];
        for (const id of identifiers) {
            if (id.system === 'urn:dicom:uid') {
                context.studyUID = id.value.replace('urn:oid:', '');
                break;
            }
        }
        
        // Fallback to resource id
        if (!context.studyUID) {
            context.studyUID = imagingStudy.id;
        }
        
        // Extract patient ID
        if (imagingStudy.subject?.reference) {
            context.patientID = imagingStudy.subject.reference.replace('Patient/', '');
        }
        
        // Extract accession number
        for (const id of identifiers) {
            if (id.system?.toLowerCase().includes('accession')) {
                context.accessionNumber = id.value;
                break;
            }
        }
        
        return context;
    }
    
    /**
     * Launch viewer with given context
     */
    async launchViewer(context, options = {}) {
        const viewerName = options.viewer || this.config.defaultViewer;
        const viewer = this.viewers[viewerName];
        
        if (!viewer) {
            throw new Error(`Unknown viewer: ${viewerName}`);
        }
        
        // Add WADO-RS endpoint
        context.wadoRsEndpoint = options.wadoRsEndpoint || this.config.wadoRsEndpoint;
        
        // Build URL
        let url = viewer.urlTemplate(context);
        
        // Add authentication if needed
        if (this.config.authTokenProvider) {
            const token = await this.config.authTokenProvider();
            url = this.addAuthToUrl(url, token);
        }
        
        // Launch based on mode
        const mode = options.mode || 'newWindow';
        
        if (mode === 'embedded' && viewer.supportsEmbedded) {
            return this.launchEmbedded(url, options.container);
        } else if (mode === 'newWindow' || mode === 'popup') {
            return this.launchNewWindow(url, options);
        } else if (mode === 'protocol') {
            return this.launchProtocol(url);
        }
        
        // Callback
        if (this.config.onViewerLaunch) {
            this.config.onViewerLaunch({ viewer: viewerName, url, context });
        }
    }
    
    /**
     * Launch viewer in embedded iframe
     */
    launchEmbedded(url, container) {
        const iframe = document.createElement('iframe');
        iframe.src = url;
        iframe.style.width = '100%';
        iframe.style.height = '100%';
        iframe.style.border = 'none';
        iframe.setAttribute('allowfullscreen', 'true');
        
        if (typeof container === 'string') {
            container = document.querySelector(container);
        }
        
        if (container) {
            container.innerHTML = '';
            container.appendChild(iframe);
        }
        
        return iframe;
    }
    
    /**
     * Launch viewer in new window/tab
     */
    launchNewWindow(url, options = {}) {
        const width = options.width || 1200;
        const height = options.height || 800;
        const features = `width=${width},height=${height},menubar=no,toolbar=no`;
        
        const win = window.open(url, '_blank', options.popup ? features : '');
        
        if (!win) {
            // Popup blocked - try regular link
            window.location.href = url;
        }
        
        return win;
    }
    
    /**
     * Launch viewer via custom protocol (e.g., osirix://)
     */
    launchProtocol(url) {
        // Create hidden iframe to trigger protocol handler
        const iframe = document.createElement('iframe');
        iframe.style.display = 'none';
        iframe.src = url;
        document.body.appendChild(iframe);
        
        // Remove after timeout
        setTimeout(() => {
            document.body.removeChild(iframe);
        }, 1000);
    }
    
    /**
     * Add authentication token to URL
     */
    addAuthToUrl(url, token) {
        const separator = url.includes('?') ? '&' : '?';
        return `${url}${separator}access_token=${encodeURIComponent(token)}`;
    }
    
    /**
     * Register a custom viewer
     */
    registerViewer(name, config) {
        this.viewers[name] = config;
    }
    
    /**
     * Get list of available viewers
     */
    getAvailableViewers() {
        return Object.entries(this.viewers).map(([key, viewer]) => ({
            id: key,
            name: viewer.name,
            supportsEmbedded: viewer.supportsEmbedded,
            supportsNewWindow: viewer.supportsNewWindow
        }));
    }
}

// Export for module systems
if (typeof module !== 'undefined' && module.exports) {
    module.exports = IIDViewerIntegration;
}

// Usage example
/*
const viewer = new IIDViewerIntegration({
    defaultViewer: 'ohif',
    ohifBaseUrl: https://viewer.example.org',
    wadoRsEndpoint: https://pacs.example.org/dicom-web',
    authTokenProvider: async () => {
        // Get token from your auth system
        return await getAccessToken();
    }
});

// Launch from FHIR ImagingStudy
const imagingStudy = await fhirClient.read('ImagingStudy', '12345');
viewer.launchFromImagingStudy(imagingStudy, {
    mode: 'newWindow'
});

// Or launch by study UID
viewer.launchStudy('1.2.840.113619.2.55.3.123456789');
*/
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    Event Observer

    
    Enable real-time synchronization of clinical context across applications through FHIR subscriptions and FHIRcast, allowing multiple healthcare applications to coordinate their views and workflows.


    Forces

    
        	
            Interactive Viewing & Context Sync
        

        	
            Metadata vs Payload (Imaging)
        

    


    Structure

    The Event Observer pattern implements real-time context synchronization using FHIR Subscriptions and FHIRcast protocols to enable loosely coupled application coordination.


    
        [image: Event Observer Architecture]
        Event Observer Architecture
    

    Components

    
        	
            Event Hub (FHIRcast Hub)
            Central coordination point for context events and application subscriptions
        

        	
            Subscription Engine
            Manages FHIR Subscription resources and event filtering
        

        	
            Context Filter
            Filters events based on subscription criteria and user permissions
        

        	
            Event Transformer
            Transforms events between different formats (FHIRcast, FHIR Subscription, custom)
        

        	
            Delivery Service
            Routes events to subscribed applications via various transport mechanisms
        

    


    Behavior

    Multi-Application Context Sync

    The following diagrams show context synchronization across applications:
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        Multi-Application Context Sync
    


    Implementation

    FHIRcast Hub Implementation

    Central hub for FHIRcast context synchronization managing subscriptions, event distribution, and WebSocket connections across applications.


from dataclasses import dataclass
from typing import Dict, List, Optional, Callable
from datetime import datetime
import asyncio
import json
import websockets
import aiohttp

@dataclass
class ContextEvent:
    id: str
    timestamp: datetime
    event_type: str  # patient-open, patient-close, study-open, etc.
    context: Dict[str, any]
    source_application: str

@dataclass
class Subscription:
    id: str
    application_id: str
    event_types: List[str]
    delivery_endpoint: str
    delivery_method: str  # 'websocket', 'webhook', 'sse'
    filters: Dict[str, any] = None
    active: bool = True

class FHIRcastHub:
    def __init__(self):
        self.subscriptions: Dict[str, Subscription] = {}
        self.active_sessions: Dict[str, Dict] = {}  # session_id -> context
        self.websocket_connections: Dict[str, websockets.WebSocketServerProtocol] = {}
        
    async def subscribe(self, subscription: Subscription) -> str:
        """Register application for context events"""
        
        self.subscriptions[subscription.id] = subscription
        
        # If websocket subscription, wait for connection
        if subscription.delivery_method == 'websocket':
            await self._wait_for_websocket_connection(subscription.application_id)
            
        return subscription.id
        
    async def unsubscribe(self, subscription_id: str):
        """Remove subscription"""
        
        if subscription_id in self.subscriptions:
            subscription = self.subscriptions[subscription_id]
            
            # Close websocket connection if applicable
            if subscription.delivery_method == 'websocket':
                await self._close_websocket_connection(subscription.application_id)
                
            del self.subscriptions[subscription_id]
            
    async def publish_event(self, event: ContextEvent, session_id: str):
        """Publish context event to subscribers"""
        
        # Update session context
        if session_id not in self.active_sessions:
            self.active_sessions[session_id] = {}
            
        self.active_sessions[session_id].update(event.context)
        
        # Find matching subscriptions
        matching_subscriptions = self._find_matching_subscriptions(event, session_id)
        
        # Deliver to subscribers
        delivery_tasks = []
        for subscription in matching_subscriptions:
            task = asyncio.create_task(
                self._deliver_event(subscription, event, session_id)
            )
            delivery_tasks.append(task)
            
        # Wait for all deliveries (with timeout)
        await asyncio.gather(*delivery_tasks, return_exceptions=True)
        
    def _find_matching_subscriptions(self, event: ContextEvent, session_id: str) -> List[Subscription]:
        """Find subscriptions that should receive this event"""
        
        matching = []
        
        for subscription in self.subscriptions.values():
            # Check if subscription is active
            if not subscription.active:
                continue
                
            # Check event type filter
            if event.event_type not in subscription.event_types:
                continue
                
            # Don't send event back to source application
            if subscription.application_id == event.source_application:
                continue
                
            # Apply additional filters
            if subscription.filters and not self._event_matches_filters(event, subscription.filters):
                continue
                
            matching.append(subscription)
            
        return matching
        
    async def _deliver_event(self, subscription: Subscription, event: ContextEvent, session_id: str):
        """Deliver event using appropriate delivery method"""
        
        try:
            if subscription.delivery_method == 'websocket':
                await self._deliver_via_websocket(subscription, event, session_id)
            elif subscription.delivery_method == 'webhook':
                await self._deliver_via_webhook(subscription, event, session_id)
            elif subscription.delivery_method == 'sse':
                await self._deliver_via_sse(subscription, event, session_id)
                
        except Exception as e:
            print(f"Failed to deliver event to {subscription.application_id}: {e}")
            
    async def _deliver_via_websocket(self, subscription: Subscription, 
                                   event: ContextEvent, session_id: str):
        """Deliver event via WebSocket"""
        
        ws_connection = self.websocket_connections.get(subscription.application_id)
        if not ws_connection:
            return
            
        event_message = {
            'id': event.id,
            'timestamp': event.timestamp.isoformat(),
            'event': {
                'hub.topic': session_id,
                'hub.event': event.event_type,
                'context': event.context
            }
        }
        
        await ws_connection.send(json.dumps(event_message))
        
    async def _deliver_via_webhook(self, subscription: Subscription, 
                                 event: ContextEvent, session_id: str):
        """Deliver event via HTTP webhook"""
        
        payload = {
            'timestamp': event.timestamp.isoformat(),
            'id': event.id,
            'event': {
                'hub.topic': session_id,
                'hub.event': event.event_type,
                'context': event.context
            }
        }
        
        async with aiohttp.ClientSession() as session:
            try:
                async with session.post(
                    subscription.delivery_endpoint,
                    json=payload,
                    timeout=aiohttp.ClientTimeout(total=10)
                ) as response:
                    if response.status not in [200, 202, 204]:
                        raise DeliveryError(f"Webhook returned {response.status}")
            except asyncio.TimeoutError:
                raise DeliveryError("Webhook delivery timeout")

class FHIRSubscriptionHandler:
    def __init__(self, fhircast_hub: FHIRcastHub):
        self.fhircast_hub = fhircast_hub
        self.active_subscriptions: Dict[str, Dict] = {}
        
    async def handle_subscription_notification(self, subscription_id: str, bundle: Dict):
        """Process FHIR Subscription notification"""
        
        # Extract subscription info
        subscription_info = self.active_subscriptions.get(subscription_id)
        if not subscription_info:
            return
            
        # Process each entry in the notification bundle
        for entry in bundle.get('entry', []):
            resource = entry.get('resource', {})
            
            # Convert to context event
            context_event = await self._resource_to_context_event(
                resource, subscription_info
            )
            
            if context_event:
                # Publish via FHIRcast
                await self.fhircast_hub.publish_event(
                    context_event, 
                    subscription_info['session_id']
                )
                
    async def _resource_to_context_event(self, resource: Dict, subscription_info: Dict) -> Optional[ContextEvent]:
        """Convert FHIR resource to FHIRcast context event"""
        
        resource_type = resource.get('resourceType')
        
        if resource_type == 'Observation':
            # New observation -> potentially update patient context
            patient_ref = resource.get('subject', {}).get('reference')
            if patient_ref:
                return ContextEvent(
                    id=self._generate_event_id(),
                    timestamp=datetime.utcnow(),
                    event_type='observation-update',
                    context={
                        'patient': [{'reference': patient_ref}],
                        'observation': [{'reference': f"{resource_type}/{resource['id']}"}]
                    },
                    source_application='fhir-subscription-engine'
                )
                
        elif resource_type == 'ImagingStudy':
            # New imaging study available
            patient_ref = resource.get('subject', {}).get('reference')
            if patient_ref:
                return ContextEvent(
                    id=self._generate_event_id(),
                    timestamp=datetime.utcnow(),
                    event_type='study-open',
                    context={
                        'patient': [{'reference': patient_ref}],
                        'study': [{'reference': f"{resource_type}/{resource['id']}"}]
                    },
                    source_application='fhir-subscription-engine'
                )
        
        return None

class ContextualApplication:
    """Base class for context-aware applications"""
    
    def __init__(self, application_id: str, fhircast_hub: FHIRcastHub):
        self.application_id = application_id
        self.fhircast_hub = fhircast_hub
        self.current_context = {}
        
    async def subscribe_to_context(self, event_types: List[str], session_id: str):
        """Subscribe to context events"""
        
        subscription = Subscription(
            id=f"{self.application_id}-{session_id}",
            application_id=self.application_id,
            event_types=event_types,
            delivery_endpoint="",  # Will use websocket
            delivery_method='websocket'
        )
        
        await self.fhircast_hub.subscribe(subscription)
        
    async def publish_context_change(self, event_type: str, context: Dict, session_id: str):
        """Publish context change event"""
        
        event = ContextEvent(
            id=self._generate_event_id(),
            timestamp=datetime.utcnow(),
            event_type=event_type,
            context=context,
            source_application=self.application_id
        )
        
        await self.fhircast_hub.publish_event(event, session_id)
        
    async def handle_context_event(self, event: ContextEvent):
        """Handle incoming context event"""
        
        # Update local context
        self.current_context.update(event.context)
        
        # Delegate to specific handler
        if event.event_type == 'patient-open':
            await self._handle_patient_open(event.context)
        elif event.event_type == 'study-open':
            await self._handle_study_open(event.context)
        elif event.event_type == 'patient-close':
            await self._handle_patient_close(event.context)
            
    async def _handle_patient_open(self, context: Dict):
        """Handle patient open event"""
        pass  # Override in subclass
        
    async def _handle_study_open(self, context: Dict):
        """Handle study open event"""
        pass  # Override in subclass
        
    async def _handle_patient_close(self, context: Dict):
        """Handle patient close event"""
        pass  # Override in subclass

# Example: Image Viewer that responds to context
class ContextualImageViewer(ContextualApplication):
    async def _handle_patient_open(self, context: Dict):
        """Load imaging studies when patient context opens"""
        
        patient_refs = context.get('patient', [])
        if patient_refs:
            patient_id = patient_refs[0]['reference'].split('/')[-1]
            await self._load_patient_studies(patient_id)
            
    async def _handle_study_open(self, context: Dict):
        """Display specific study when study context opens"""
        
        study_refs = context.get('study', [])
        if study_refs:
            study_id = study_refs[0]['reference'].split('/')[-1]
            await self._display_study(study_id)
            
    async def _load_patient_studies(self, patient_id: str):
        """Load all imaging studies for patient"""
        # Implementation specific to viewer
        pass
        
    async def _display_study(self, study_id: str):
        """Display specific imaging study"""
        # Implementation specific to viewer
        pass
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    Integration Patterns

    
    Integration patterns focus on legacy modernization and capability management, enabling gradual transition from legacy systems to modern FHIR-based architectures.


    Key Challenges

    Integration patterns address the challenges of healthcare system modernization:


    
        	Legacy system integration while preserving clinical semantics

        	Incremental modernization strategies that minimize disruption

        	Capability abstraction for simplified system interaction

        	Semantic preservation during data transformation

    


    Patterns in this Category

    
    
        Legacy Adapter

        Transform legacy data formats (HL7v2, CDA, DICOM SR) to FHIR while preserving clinical semantics and enabling incremental modernization of healthcare systems.

        Key Forces:

        
            	Preserving clinical semantics (legacy)

            	Incremental modernization

            	Legacy System Preservation

        

    

    
        Capability Facade

        Provide a simplified interface for querying and managing FHIR server capabilities and configuration, abstracting the complexity of CapabilityStatement parsing.

        Key Forces:

        
            	Endpoint Capability Variation

        

    



    Legacy Adapter

    
    Transform legacy data formats (HL7v2, CDA, DICOM SR) to FHIR while preserving clinical semantics and enabling incremental modernization of healthcare systems.


    Forces

    
        	
            Legacy System Preservation
        

    


    Structure

    The Legacy Adapter pattern provides semantic-preserving transformation of legacy healthcare data formats to FHIR using configurable mapping rules and terminology services.


    
        [image: Legacy Adapter Architecture]
        Legacy Adapter Architecture
    

    Components

    
        	
            Legacy Adapter
            Main orchestration component that coordinates transformation workflow
        

        	
            Mapping Engine
            Executes transformation rules using FHIR StructureMap and FHIRPath
        

        	
            Terminology Mapper
            Maps codes between legacy and modern code systems
        

        	
            Validation Service
            Validates transformed FHIR resources against profiles and business rules
        

    


    Behavior

    HL7v2 to FHIR Transformation

    The following diagram shows the transformation workflow:
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        Legacy Adapter Sequence
    


    Implementation

    StructureMap-Based Transformation

    FHIR StructureMap resource defining transformation rules from HL7v2 segments to FHIR resources with field mappings and terminology translations.


{
  "resourceType": "StructureMap",
  "id": "hl7v2-adt-to-fhir",
  "name": "HL7v2 ADT to FHIR Bundle",
  "status": "active",
  "structure": [
    {
      "url": "http://hl7.org/fhir/v2/StructureDefinition/Message",
      "mode": "source"
    },
    {
      "url": "http://hl7.org/fhir/StructureDefinition/Bundle", 
      "mode": "target"
    }
  ],
  "group": [
    {
      "name": "main",
      "typeMode": "none",
      "rule": [
        {
          "name": "bundle",
          "source": [
            {
              "context": "src",
              "element": "MSH"
            }
          ],
          "target": [
            {
              "context": "bundle",
              "contextType": "variable",
              "element": "type",
              "transform": "copy",
              "parameter": [
                {
                  "valueString": "transaction"
                }
              ]
            }
          ],
          "rule": [
            {
              "name": "patient",
              "source": [
                {
                  "context": "src",
                  "element": "PID"
                }
              ],
              "target": [
                {
                  "context": "bundle",
                  "element": "entry",
                  "variable": "entry"
                }
              ],
              "dependent": [
                {
                  "name": "PatientTransform",
                  "variable": ["src", "entry"]
                }
              ]
            }
          ]
        }
      ]
    }
  ]
}

    Python Implementation

    Python implementation of the legacy adapter with HL7v2 parsing, segment mapping, terminology lookup, and FHIR resource construction.


from dataclasses import dataclass
from typing import Dict, List, Optional, Any
from datetime import datetime
import hl7
from fhir.resources.bundle import Bundle
from fhir.resources.patient import Patient
from fhir.resources.encounter import Encounter

@dataclass
class TransformationContext:
    source_format: str
    target_format: str = "FHIR"
    terminology_mappings: Dict[str, str] = None
    validation_profiles: List[str] = None
    preserve_extensions: bool = True

class LegacyAdapter:
    def __init__(self, mapping_engine, terminology_mapper, validator, audit_service):
        self.mapping_engine = mapping_engine
        self.terminology_mapper = terminology_mapper
        self.validator = validator
        self.audit_service = audit_service
        
    async def transform_message(self, legacy_data: str, source_format: str, 
                              context: TransformationContext) -> Bundle:
        """Transform legacy message to FHIR Bundle"""
        
        try:
            # Parse legacy format
            parsed_data = await self._parse_legacy_data(legacy_data, source_format)
            
            # Apply transformation mappings
            fhir_bundle = await self.mapping_engine.transform(
                parsed_data, source_format, context
            )
            
            # Validate resulting FHIR resources
            validation_result = await self.validator.validate_bundle(
                fhir_bundle, context.validation_profiles
            )
            
            if not validation_result.is_valid:
                raise TransformationError(f"Validation failed: {validation_result.errors}")
                
            # Audit successful transformation
            await self._audit_transformation(legacy_data, fhir_bundle, context)
            
            return fhir_bundle
            
        except Exception as e:
            # Audit transformation failure
            await self._audit_transformation_error(legacy_data, str(e), context)
            raise
            
    async def _parse_legacy_data(self, data: str, format_type: str) -> Dict:
        """Parse legacy data format into structured representation"""
        
        if format_type == "HL7v2":
            return self._parse_hl7v2(data)
        elif format_type == "CDA":
            return self._parse_cda(data)
        elif format_type == "DICOM-SR":
            return self._parse_dicom_sr(data)
        else:
            raise ValueError(f"Unsupported format: {format_type}")
            
    def _parse_hl7v2(self, message: str) -> Dict:
        """Parse HL7v2 message"""
        
        parsed = hl7.parse(message)
        
        return {
            'message_type': str(parsed['MSH'][9][0]),
            'trigger_event': str(parsed['MSH'][9][1]),
            'patient': self._extract_patient_from_pid(parsed['PID']),
            'encounter': self._extract_encounter_from_pv1(parsed.get('PV1')),
            'observations': self._extract_observations_from_obx(parsed.segments('OBX')),
            'raw_segments': [str(seg) for seg in parsed]
        }
        
    def _extract_patient_from_pid(self, pid_segment) -> Dict:
        """Extract patient information from PID segment"""
        
        return {
            'identifiers': [
                {
                    'value': str(pid_segment[3][0]) if pid_segment[3] else None,
                    'system': str(pid_segment[3][0][3]) if pid_segment[3] and len(pid_segment[3][0]) > 3 else None
                }
            ],
            'name': {
                'family': str(pid_segment[5][0][0]) if pid_segment[5] else None,
                'given': [str(pid_segment[5][0][1])] if pid_segment[5] and len(pid_segment[5][0]) > 1 else []
            },
            'gender': str(pid_segment[8]) if pid_segment[8] else None,
            'birth_date': str(pid_segment[7]) if pid_segment[7] else None,
            'address': self._extract_address_from_xad(pid_segment[11]) if pid_segment[11] else None
        }

class MappingEngine:
    def __init__(self, terminology_mapper, structure_map_engine):
        self.terminology_mapper = terminology_mapper
        self.structure_map_engine = structure_map_engine
        
    async def transform(self, parsed_data: Dict, source_format: str, 
                       context: TransformationContext) -> Bundle:
        """Apply transformation rules to convert legacy data to FHIR"""
        
        if source_format == "HL7v2":
            return await self._transform_hl7v2_to_fhir(parsed_data, context)
        elif source_format == "CDA":
            return await self._transform_cda_to_fhir(parsed_data, context)
        else:
            raise ValueError(f"Transformation not implemented for {source_format}")
            
    async def _transform_hl7v2_to_fhir(self, data: Dict, context: TransformationContext) -> Bundle:
        """Transform HL7v2 message to FHIR Bundle"""
        
        bundle = Bundle(type="transaction", entry=[])
        
        # Transform patient
        if 'patient' in data:
            patient = await self._create_fhir_patient(data['patient'], context)
            bundle.entry.append({
                'resource': patient,
                'request': {
                    'method': 'POST',
                    'url': 'Patient'
                }
            })
            
        # Transform encounter
        if 'encounter' in data and data['encounter']:
            encounter = await self._create_fhir_encounter(data['encounter'], context)
            bundle.entry.append({
                'resource': encounter,
                'request': {
                    'method': 'POST',
                    'url': 'Encounter'
                }
            })
            
        # Transform observations
        for obs_data in data.get('observations', []):
            observation = await self._create_fhir_observation(obs_data, context)
            bundle.entry.append({
                'resource': observation,
                'request': {
                    'method': 'POST',
                    'url': 'Observation'
                }
            })
            
        return bundle
        
    async def _create_fhir_patient(self, patient_data: Dict, context: TransformationContext) -> Patient:
        """Create FHIR Patient from HL7v2 PID data"""
        
        patient = Patient()
        
        # Map identifiers
        if patient_data.get('identifiers'):
            patient.identifier = []
            for id_data in patient_data['identifiers']:
                if id_data['value']:
                    patient.identifier.append({
                        'value': id_data['value'],
                        'system': id_data.get('system')
                    })
                    
        # Map name
        if patient_data.get('name'):
            name_data = patient_data['name']
            patient.name = [{
                'family': name_data.get('family'),
                'given': name_data.get('given', [])
            }]
            
        # Map gender with terminology mapping
        if patient_data.get('gender'):
            mapped_gender = await self.terminology_mapper.map_code(
                patient_data['gender'],
                'http://terminology.hl7.org/CodeSystem/v2-0001',  # HL7v2 Administrative Sex
                'http://hl7.org/fhir/administrative-gender'  # FHIR Administrative Gender
            )
            patient.gender = mapped_gender.code if mapped_gender else None
            
        # Map birth date
        if patient_data.get('birth_date'):
            birth_date = self._parse_hl7_date(patient_data['birth_date'])
            if birth_date:
                patient.birthDate = birth_date
                
        return patient

class TerminologyMapper:
    def __init__(self, terminology_service):
        self.terminology_service = terminology_service
        self.mapping_cache = {}
        
    async def map_code(self, source_code: str, source_system: str, target_system: str):
        """Map code from source to target terminology system"""
        
        cache_key = f{source_system}#{source_code}->{target_system}"
        
        # Check cache first
        if cache_key in self.mapping_cache:
            return self.mapping_cache[cache_key]
            
        # Use FHIR terminology service for mapping
        mapping_result = await self.terminology_service.translate_code(
            code=source_code,
            system=source_system,
            target_system=target_system
        )
        
        # Cache result
        self.mapping_cache[cache_key] = mapping_result
        
        return mapping_result
        
class SemanticPreservationValidator:
    """Validates that transformations preserve clinical semantics"""
    
    def __init__(self):
        self.semantic_rules = self._load_semantic_rules()
        
    async def validate_transformation(self, source_data: Dict, transformed_fhir: Bundle) -> Dict:
        """Validate that transformation preserves clinical meaning"""
        
        validation_results = {
            'semantic_preservation': True,
            'warnings': [],
            'errors': []
        }
        
        # Check that essential clinical data is preserved
        source_patient_id = self._extract_patient_id(source_data)
        fhir_patient_ids = self._extract_fhir_patient_ids(transformed_fhir)
        
        if source_patient_id not in fhir_patient_ids:
            validation_results['errors'].append(
                f"Patient ID {source_patient_id} not preserved in transformation"
            )
            validation_results['semantic_preservation'] = False
            
        # Check terminology mappings
        for rule in self.semantic_rules:
            result = await self._apply_semantic_rule(rule, source_data, transformed_fhir)
            if not result.valid:
                validation_results['warnings'].extend(result.warnings)
                validation_results['errors'].extend(result.errors)
                
        return validation_results

# Example configuration for HL7v2 ADT transformation
transformation_config = {
    "source_format": "HL7v2",
    "message_types": ["ADT^A01", "ADT^A04", "ADT^A08"],
    "terminology_mappings": {
        "gender": {
            "source_system": "http://terminology.hl7.org/CodeSystem/v2-0001",
            "target_system": "http://hl7.org/fhir/administrative-gender",
            "mappings": {
                "M": "male",
                "F": "female", 
                "O": "other",
                "U": "unknown"
            }
        },
        "encounter_class": {
            "source_system": "http://terminology.hl7.org/CodeSystem/v2-0004",
            "target_system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
            "mappings": {
                "I": "IMP",  # Inpatient
                "O": "AMB",  # Outpatient -> Ambulatory
                "E": "EMER", # Emergency
                "R": "IMP"   # Recurring -> Inpatient
            }
        }
    },
    "validation_profiles": [
        "http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient",
        "http://hl7.org/fhir/us/core/StructureDefinition/us-core-encounter"
    ]
}
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    Capability Facade

    
    Provide a simplified interface for querying and managing FHIR server capabilities and configuration, abstracting the complexity of CapabilityStatement parsing.


    Forces

    
        	
            Endpoint Capability Variation
        

    


    Structure

    The Capability Facade pattern wraps FHIR CapabilityStatement resources and provides a simplified query interface for capability discovery and matching.


    
        [image: Capability Facade Architecture]
        Capability Facade Architecture
    

    Components

    
        	
            CapabilityFacade
            Main interface for capability queries
        

        	
            CapabilityCache
            Caches parsed capability information
        

        	
            CapabilityParser
            Parses CapabilityStatement and SMART configuration
        

        	
            QueryEvaluator
            Evaluates capability queries against cached data
        

        	
            AggregateView
            Combines capabilities from multiple servers
        

    


    Behavior

    Capability Query Flow

    The following sequence shows how capability queries are processed:
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        Capability Facade Sequence
    

    Query Types

    
        	Resource Support Does server support Patient resource?

        	Operation Support Can server perform $export operation?

        	Search Parameters What search parameters are available?

        	Profile Support Does server validate against US Core?

        	Security Features What SMART flows are supported?

    


    Implementation

    Facade Implementation

    Wraps FHIR CapabilityStatement and SMART configuration to provide simplified capability queries with caching and indexing.


from typing import Dict, List, Optional, Any
from dataclasses import dataclass
import json

@dataclass
class FHIRCapability:
    """Represents a FHIR server capability"""
    resource_type: str
    interactions: List[str]
    search_params: List[str]
    profiles: List[str]
    operations: List[str]

class CapabilityFacade:
    ""
    Provides a simplified interface to FHIR CapabilityStatement
    and SMART configuration for capability queries.
    ""
    
    def __init__(self, capability_statement: Dict, smart_config: Dict = None):
        self.capability_statement = capability_statement
        self.smart_config = smart_config or {}
        self._resource_cache = {}
        self._build_indexes()
    
    def _build_indexes(self):
        """Build internal indexes for fast capability lookup."""
        self._resource_cache = {}
        self._operation_cache = set()
        self._profile_cache = set()
        
        for rest in self.capability_statement.get('rest', []):
            # Index system-level operations
            for op in rest.get('operation', []):
                self._operation_cache.add(op.get('name'))
            
            # Index resources and their capabilities
            for resource in rest.get('resource', []):
                res_type = resource.get('type')
                self._resource_cache[res_type] = FHIRCapability(
                    resource_type=res_type,
                    interactions=[i.get('code') for i in resource.get('interaction', [])],
                    search_params=[s.get('name') for s in resource.get('searchParam', [])],
                    profiles=resource.get('supportedProfile', []),
                    operations=[o.get('name') for o in resource.get('operation', [])]
                )
                
                # Add profiles to global cache
                self._profile_cache.update(resource.get('supportedProfile', []))
    
    # ========== Resource Queries ==========
    
    def supports_resource(self, resource_type: str) -> bool:
        """Check if server supports a resource type."""
        return resource_type in self._resource_cache
    
    def get_supported_resources(self) -> List[str]:
        """Get list of all supported resource types."""
        return list(self._resource_cache.keys())
    
    def get_resource_capability(self, resource_type: str) -> Optional[FHIRCapability]:
        """Get full capability information for a resource type."""
        return self._resource_cache.get(resource_type)
    
    # ========== Interaction Queries ==========
    
    def supports_interaction(self, resource_type: str, interaction: str) -> bool:
        """Check if specific interaction is supported for resource."""
        capability = self._resource_cache.get(resource_type)
        if not capability:
            return False
        return interaction in capability.interactions
    
    def can_read(self, resource_type: str) -> bool:
        """Check if resource supports read interaction."""
        return self.supports_interaction(resource_type, 'read')
    
    def can_search(self, resource_type: str) -> bool:
        """Check if resource supports search-type interaction."""
        return self.supports_interaction(resource_type, 'search-type')
    
    def can_create(self, resource_type: str) -> bool:
        """Check if resource supports create interaction."""
        return self.supports_interaction(resource_type, 'create')
    
    def can_update(self, resource_type: str) -> bool:
        """Check if resource supports update interaction."""
        return self.supports_interaction(resource_type, 'update')
    
    def can_delete(self, resource_type: str) -> bool:
        """Check if resource supports delete interaction."""
        return self.supports_interaction(resource_type, 'delete')
    
    # ========== Search Parameter Queries ==========
    
    def get_search_params(self, resource_type: str) -> List[str]:
        """Get supported search parameters for resource."""
        capability = self._resource_cache.get(resource_type)
        return capability.search_params if capability else []
    
    def supports_search_param(self, resource_type: str, param: str) -> bool:
        """Check if specific search parameter is supported."""
        return param in self.get_search_params(resource_type)
    
    def supports_chained_search(self) -> bool:
        """Check if server supports chained search parameters."""
        for rest in self.capability_statement.get('rest', []):
            if rest.get('searchParam'):
                # Look for chained parameter indicators
                return True
        return False
    
    # ========== Operation Queries ==========
    
    def supports_operation(self, operation: str, resource_type: str = None) -> bool:
        ""
        Check if operation is supported.
        If resource_type provided, check resource-level operation.
        Otherwise check system-level operation.
        ""
        if resource_type:
            capability = self._resource_cache.get(resource_type)
            if capability and operation in capability.operations:
                return True
        
        return operation in self._operation_cache
    
    def get_supported_operations(self, resource_type: str = None) -> List[str]:
        """Get list of supported operations."""
        if resource_type:
            capability = self._resource_cache.get(resource_type)
            return capability.operations if capability else []
        return list(self._operation_cache)
    
    def supports_bulk_export(self) -> bool:
        """Check if server supports FHIR Bulk Data Export."""
        return self.supports_operation('export')
    
    def supports_everything(self, resource_type: str = 'Patient') -> bool:
        """Check if server supports $everything operation."""
        return self.supports_operation('everything', resource_type)
    
    # ========== Profile Queries ==========
    
    def supports_profile(self, profile_url: str) -> bool:
        """Check if server supports a specific profile."""
        return profile_url in self._profile_cache
    
    def get_profiles_for_resource(self, resource_type: str) -> List[str]:
        """Get supported profiles for a resource type."""
        capability = self._resource_cache.get(resource_type)
        return capability.profiles if capability else []
    
    def supports_us_core(self) -> bool:
        """Check if server supports US Core profiles."""
        us_core_prefix = "http://hl7.org/fhir/us/core"
        return any(p.startswith(us_core_prefix) for p in self._profile_cache)
    
    # ========== SMART Queries ==========
    
    def get_smart_capabilities(self) -> List[str]:
        """Get SMART on FHIR capabilities."""
        return self.smart_config.get('capabilities', [])
    
    def supports_smart_launch(self) -> bool:
        """Check if server supports SMART app launch."""
        caps = self.get_smart_capabilities()
        return 'launch-ehr' in caps or 'launch-standalone' in caps
    
    def get_authorization_endpoint(self) -> Optional[str]:
        """Get OAuth2 authorization endpoint."""
        return self.smart_config.get('authorization_endpoint')
    
    def get_token_endpoint(self) -> Optional[str]:
        """Get OAuth2 token endpoint."""
        return self.smart_config.get('token_endpoint')
    
    # ========== Composite Queries ==========
    
    def evaluate_requirements(self, requirements: Dict) -> Dict:
        ""
        Evaluate a set of requirements against capabilities.
        Returns match assessment.
        ""
        results = {
            'supported': [],
            'unsupported': [],
            'partial': []
        }
        
        # Check required resources
        for resource in requirements.get('resources', []):
            if self.supports_resource(resource):
                results['supported'].append(f"Resource: {resource}")
            else:
                results['unsupported'].append(f"Resource: {resource}")
        
        # Check required operations
        for operation in requirements.get('operations', []):
            if self.supports_operation(operation):
                results['supported'].append(f"Operation: {operation}")
            else:
                results['unsupported'].append(f"Operation: {operation}")
        
        # Check required profiles
        for profile in requirements.get('profiles', []):
            if self.supports_profile(profile):
                results['supported'].append(f"Profile: {profile}")
            else:
                results['unsupported'].append(f"Profile: {profile}")
        
        return results

    Query Examples

    Demonstrates common capability query patterns including resource support, operation availability, profile compliance, and SMART capabilities.


""
Capability Facade - Query Examples

Demonstrates common capability query patterns using the CapabilityFacade.
""

from capability_facade import CapabilityFacade

# Example: Load capability statement and create facade
capability_statement = {
    "resourceType": "CapabilityStatement",
    "rest": [{
        "mode": "server",
        "resource": [
            {
                "type": "Patient",
                "interaction": [
                    {"code": "read"},
                    {"code": "search-type"},
                    {"code": "create"},
                    {"code": "update"}
                ],
                "searchParam": [
                    {"name": "identifier"},
                    {"name": "name"},
                    {"name": "birthdate"},
                    {"name": "gender"}
                ],
                "supportedProfile": [
                    "http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient"
                ],
                "operation": [
                    {"name": "everything"}
                ]
            },
            {
                "type": "Observation",
                "interaction": [
                    {"code": "read"},
                    {"code": "search-type"}
                ],
                "searchParam": [
                    {"name": "patient"},
                    {"name": "category"},
                    {"name": "code"},
                    {"name": "date"}
                ],
                "supportedProfile": [
                    "http://hl7.org/fhir/us/core/StructureDefinition/us-core-observation-lab"
                ]
            }
        ],
        "operation": [
            {"name": "export"}
        ]
    }]
}

smart_config = {
    "authorization_endpoint": "https://auth.example.org/authorize",
    "token_endpoint": "https://auth.example.org/token",
    "capabilities": [
        "launch-ehr",
        "launch-standalone",
        "client-public",
        "sso-openid-connect",
        "permission-patient",
        "permission-user"
    ]
}

# Create facade
facade = CapabilityFacade(capability_statement, smart_config)

# ========== Query Examples ==========

# 1. Check resource support
print("=== Resource Support ===")
print(f"Supports Patient: {facade.supports_resource('Patient')}")
print(f"Supports Condition: {facade.supports_resource('Condition')}")
print(f"All resources: {facade.get_supported_resources()}")

# 2. Check interactions
print("\n=== Interaction Support ===")
print(f"Can read Patient: {facade.can_read('Patient')}")
print(f"Can create Patient: {facade.can_create('Patient')}")
print(f"Can delete Patient: {facade.can_delete('Patient')}")
print(f"Can search Observation: {facade.can_search('Observation')}")

# 3. Check search parameters
print("\n=== Search Parameters ===")
print(f"Patient search params: {facade.get_search_params('Patient')}")
print(f"Supports 'identifier': {facade.supports_search_param('Patient', 'identifier')}")
print(f"Supports 'address': {facade.supports_search_param('Patient', 'address')}")

# 4. Check operations
print("\n=== Operations ===")
print(f"Supports bulk export: {facade.supports_bulk_export()}")
print(f"Supports Patient/$everything: {facade.supports_everything('Patient')}")
print(f"System operations: {facade.get_supported_operations()}")

# 5. Check profiles
print("\n=== Profile Support ===")
print(f"Supports US Core: {facade.supports_us_core()}")
print(f"Patient profiles: {facade.get_profiles_for_resource('Patient')}")

# 6. Check SMART capabilities
print("\n=== SMART Capabilities ===")
print(f"Supports SMART launch: {facade.supports_smart_launch()}")
print(f"Auth endpoint: {facade.get_authorization_endpoint()}")
print(f"SMART caps: {facade.get_smart_capabilities()}")

# 7. Evaluate requirements
print("\n=== Requirements Evaluation ===")
requirements = {
    "resources": ["Patient", "Observation", "Condition"],
    "operations": ["export", "validate"],
    "profiles": [
        "http://hl7.org/fhir/us/core/StructureDefinition/us-core-patient"
    ]
}
results = facade.evaluate_requirements(requirements)
print(f"Supported: {results['supported']}")
print(f"Unsupported: {results['unsupported']}")



    References

    
        	
            FHIR CapabilityStatement
            Server capability declaration
        

        	
            SMART Configuration
            SMART metadata endpoints
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    Pattern Co-Usage

    
    This chapter describes how patterns work together in real-world scenarios.


    Healthcare interoperability systems rarely use patterns in isolation. Instead, they combine multiple patterns to address complex, multi-faceted challenges.


    Pattern Usage by Scenario

    The following diagrams show how patterns work together in specific healthcare workflow scenarios:

    
    Clinical Workflow Integration

    
        [image: Clinical Workflow Integration]
    

    Real-time coordination between EMR systems, imaging viewers, and mobile applications.

    Research Data Export

    
        [image: Research Data Export]
    

    Large-scale data extraction with de-identification and audit trails.

    Legacy System Modernization

    
        [image: Legacy System Modernization]
    

    Gradual migration from legacy systems to modern FHIR-based architectures.


    Alternative Views

    
    Architectural Layers

    How patterns fit into Application, Integration, Platform, and Foundation layers.

    
        [image: Architectural Layers]
    

    Complete Co-Usage Map

    Comprehensive overview of all pattern relationships.

    
        [image: Complete Co-Usage Map]
    


    Common Pattern Combinations

    
    
        Federated Clinical Access


        Patterns involved:

        
            	Broker

            	Naming and Trading Service

            	Security Strategy

            	Privacy Enforcement

        


    

    
        Population-level Research Export


        Patterns involved:

        
            	Population Export Pipeline

            	Asynchronous Invocation

            	Security Strategy

            	De-Identification Adapter

        


    

    
        Imaging-enabled EMR/EHR


        Patterns involved:

        
            	Imaging Bridge

            	IID Facade

            	Event Observer

        


    

    
        Legacy Modernization


        Patterns involved:

        
            	Legacy Adapter

            	Broker

            	Security Strategy

        


    


    Shared Services

    
        	
            Audit & Provenance Chain
        

        	
            Consent / Security Labels Engine
        

        	
            Capability Facade
        

        	
            Terminology Service (Flyweight)
        

    


    Implementation Sequence

    Recommended order for implementing patterns:

    
        	
            Foundation
            - Start with Audit & Provenance Chain and Security Strategy
        

        	
            Core Integration
            - Implement Broker and Capability Facade
        

        	
            Specialized Functions
            - Add domain-specific patterns (Imaging, Research, etc.)
        

        	
            Advanced Features
            - Implement Event Observer and Legacy Adapter as needed
        

    


    References


    This section provides comprehensive references to the healthcare standards, implementation guides, and specifications that underpin the FHIR implementation patterns.


    Recommended reading


    Core background


    
        	
            FHIR in 5 Minutes
            - Quick orientation to FHIR concepts and exchange model
        

        	
            FHIR Best Practices
            - Practical guidance for implementing interoperable FHIR systems
        

    


    Security and trust


    
        	
            SMART App Launch
            - SMART on FHIR authorization and launch profiles
        

        	
            SMART Backend Services
            - System-to-system authentication using JWT client assertions
        

    


    Scaling and bulk


    
        	
            Bulk Data Access IG
            - Population-level export patterns and API specification
        

        	
            FHIR Subscriptions
            - Event notifications used for reactive integrations
        

    


    Core FHIR Standards


    HL7 FHIR


    
        	
            FHIR R4 Specification
            - Base FHIR standard
        

        	
            FHIR Documentation
            - Implementation guidance
        

        	
            CapabilityStatement
            - Server capability declaration
        

    


    FHIR Implementation Guides


    
        	
            US Core IG
            - US realm FHIR profiles
        

        	
            International Patient Summary
            - Global patient summary standard
        

        	
            Bulk Data Access IG
            - Population-level data export
        

    


    Authentication & Authorization


    SMART on FHIR


    
        	
            SMART App Launch
            - EHR integration and standalone app launch
        

        	
            SMART Backend Services
            - System-to-system authentication
        

        	
            SMART on FHIR Scopes
            - Authorization scope definitions
        

    


    Security Standards


    
        	
            OAuth 2.0
            - Authorization framework
        

        	
            OpenID Connect
            - Authentication layer
        

        	
            JWT (JSON Web Tokens)
            - Token format standard
        

    


    Privacy & Consent


    FHIR Privacy Resources


    
        	
            FHIR Consent
            - Patient consent representation
        

        	
            Security Labels
            - Data classification and handling instructions
        

        	
            Data Access Policies IG
            - Privacy policy implementation
        

    


    Privacy Regulations


    
        	
            HIPAA Privacy Rule
            - US healthcare privacy requirements
        

        	
            HIPAA Safe Harbor
            - De-identification guidelines
        

    


    Audit & Provenance


    FHIR Audit Standards


    
        	
            AuditEvent
            - FHIR audit event resource
        

        	
            Provenance
            - FHIR provenance resource
        

        	
            US Core Provenance
            - US Core provenance profile
        

    


    IHE Audit Profiles


    
        	
            IHE ATNA
            - Audit Trail and Node Authentication
        

        	
            IHE BALP
            - Basic Audit Log Patterns
        

        	
            DICOM Audit
            - DICOM audit trail standard
        

    


    Medical Imaging Integration


    FHIR Imaging Resources


    
        	
            ImagingStudy
            - FHIR imaging study resource
        

        	
            Media
            - FHIR media resource for images
        

        	
            DiagnosticReport
            - Imaging study reports
        

    


    DICOMweb Standards


    
        	
            DICOMweb Overview
            - DICOM web services overview
        

        	
            WADO-RS
            - Web Access to DICOM Objects
        

        	
            QIDO-RS
            - Query based on ID for DICOM Objects
        

        	
            STOW-RS
            - Store Over the Web
        

    


    IHE Imaging Profiles


    
        	
            IHE IID
            - Invoke Image Display profile
        

        	
            IHE RAD Technical Framework
            - Radiology Technical Framework
        

    


    Real-time Communication


    FHIR Subscriptions


    
        	
            FHIR R5 Subscriptions
            - Real-time event notifications
        

        	
            FHIR R4 Subscriptions
            - Subscription resource (R4)
        

        	
            Subscriptions R5 Backport IG
            - R5 subscriptions in R4
        

    


    FHIRcast


    
        	
            FHIRcast Specification
            - Synchronize healthcare applications in real time
        

        	
            FHIRcast Implementation Guide
            - FHIRcast specification details
        

    


    Data Transformation


    FHIR Mapping Standards


    
        	
            FHIR Mapping Language
            - Declarative transformation language
        

        	
            StructureMap
            - FHIR transformation resource
        

        	
            FHIRPath
            - Path-based navigation and extraction language
        

    


    Legacy Integration


    
        	
            HL7 v2
            - Legacy messaging standard
        

        	
            CDA
            - Clinical Document Architecture
        

        	
            v2-to-FHIR Mapping
            - v2 transformation guidance
        

    


    De-identification Standards


    FHIR De-identification


    
        	
            Azure FHIR De-identification
            - Cloud de-identification service
        

        	
            FHIR Tools for Anonymization
            - Open source de-identification tools
        

    


    DICOM De-identification


    
        	
            DICOM PS3.15 Security
            - DICOM security and de-identification
        

        	
            DICOM De-identification Profile
            - Standard de-identification attributes
        

    


    Terminology Services


    FHIR Terminology


    
        	
            Terminology Services
            - FHIR terminology operations
        

        	
            ValueSet
            - Value set resource
        

        	
            CodeSystem
            - Code system resource
        

    


    Standard Terminologies


    
        	
            SNOMED CT
            - Systematic medical terminology
        

        	
            LOINC
            - Laboratory and clinical observations
        

        	
            RxNorm
            - Clinical drug terminology
        

    


    Implementation Tools


    Reference Implementations


    
        	
            HAPI FHIR
            - Java FHIR library and server
        

        	
            FHIR .NET SDK
            - .NET FHIR implementation
        

        	
            FHIR Works on AWS
            - Cloud-native FHIR server
        

    


    Developer Tools


    
        	
            FHIR Shorthand (FSH)
            - Domain-specific language for FHIR
        

        	
            SUSHI
            - FSH compiler
        

        	
            FHIR Validator
            - Resource validation tool
        

    


    Testing Tools


    
        	
            Touchstone
            - FHIR testing platform
        

        	
            Inferno
            - SMART and USCDI testing
        

    



    

    Additional Resources

    For more information, consult:

    
        	HL7 FHIR Specification

        	SMART on FHIR

        	IHE Profiles
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